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Attachment 1

Final HIPAA Privacy/Security Regulations;

HITECH Act

	FAQ
	Improper Disposal of Personal Information Law (IC 24-4-14-1 et seq.) and 

Security Breach Involving Personal Information Law (IC 24-4.9-1 et seq.)

	Who is subject to this law?  
	Applies to persons and entities that qualify as data base owners which own or license computerized information that includes personal information of customers.  Certain exceptions apply.  

	What types of personal information are protected?  
	Personal information of customers which means:

(1) a SSN that is not encrypted or redacted; OR

(2) an individual’s first and last names, or first initial and last name AND one or more of the following numbers that are not encrypted or redacted: DL, state ID card,  credit card, financial account or debit card plus the necessary code to access the account.  

The term “customer” means:

(1) a person who has received or contracted for goods or services from another person who holds the customer’s personal information; OR

(2) a person who has given their personal information to a nonprofit or charitable organization in connection with a transaction; OR

(3) who pays a commission, consignment fee or other fee contingent on the completion of a transaction.  

The term “Indiana Patient” means a person whose principal mailing address is in Indiana as reflected in records maintained by the data base owner.  

	What do you mean by the term “encrypted”?      
	Personal information is “encrypted” if:

(1) transformed through the use of an algorithmic process into a form that has low probability  of meaning without use of confidential process or key; OR

(2) secured by another method that renders the personal information unreadable and unusable.  

	What do you mean by the term “redacted”?  
	Personal information is “redacted” if it only includes the last four (4) digits of a number, OR, in the case of a SSN, the last five (5) digits.  

	What does this law prohibit?          
	Prohibits a “security breach” which means the unauthorized acquisition of computerized data that compromises the security, confidentiality or integrity of personal information maintained by the data base owner; also includes any computerized data transferred to another medium (e.g., paper, microfilm, etc.) even if transferred data no longer exist in computerized format.    

The term “security breach” does not include:

(1) the good faith acquisition of personal information by employee/agent of data base owner for lawful purposes; OR

(2) unauthorized acquisition of a portable electronic device containing personal information if the device is encrypted.    

	What does this law require?  

   
	A data base owner shall implement and maintain reasonable procedures, including taking corrective action, to protect and safeguard from unlawful use or disclosure any personal information of Indiana Patients collected or maintained by the data base owner.  A data base owner shall not dispose of records or documents containing unencrypted and unredacted personal information without shredding, incinerating, mutilating, erasing, or otherwise rendering the personal information illegible or unusable.

Any employee or agent that maintains computerized data shall notify the data base owner of any known or suspected unauthorized acquisition of personal information.  

Upon notice or discovery of a security breach, the data base owner must notify all Indiana Patients whose unencrypted or unredacted personal information was or may have been the subject of the security breach, if the data base owner knows, should know, or should have known that the unauthorized acquisition has resulted or could have resulted in identity deception, identity theft or fraud affecting the Indiana Patient.  If a data base owner makes a disclosure as described above, the data base owner shall also disclose the breach to the Indiana Attorney General’s office.

Any security breach involving more than 1,000 Indiana Patients also requires disclosure to each consumer credit reporting agency, as defined in 15 USC 1681a(p), of the information necessary to assist the consumer reporting agency in preventing fraud 

	Notice requirements?  
	Notification to affected Indiana Patients must be by:

(1) Mail; OR

(2) Telephone; OR

(3) Facsimile; OR

(4) Email; OR

(5) Substitute notice by website, major statewide media if related costs exceed $250,000 or notices to Indiana Patients exceed 500,000.  

The data base owner shall also disclose the breach to the Indiana Attorney General’s office.  Delayed notices permitted only under certain limited circumstances.

	Any exceptions to the notice requirements?  
	Not applicable if data base owner maintains its own disclosure procedures that are at least as stringent as (1) statute; OR (2) other applicable law (e.g., USA Patriot Act, FCRA, FMA, HIPAA, Driver’s Privacy Protection Act); OR (3) in the case of a financial institution that complies with FIGRP.  

	Penalties?  
	Injunction; Unlawful disposal results in a Class C civil violation of not more than $5,000 per deceptive act, or alternatively, a Class A civil violation if personal information of >100 customers involved.  A failure to comply constitutes one deceptive act.

In the case of a security breach, failure to give proper notice is the commission of a deceptive act that permits the attorney general to bring an injunction, civil money penalties of not more than $150,000 per act; and reasonable costs incurred for investigation and enforcement.  
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Attachment 3

MENTAL HEALTH RECORDS

UNDER INDIANA LAW

I. CONTENT OF RECORDS

A Provider must maintain a mental health record for each Patient receiving mental health services in accordance with Indiana law.  The mental health record must contain the information that the division of mental health and addiction, the division of disability, aging and rehabilitative services, or the state department requires by rule.  

II. OWNERSHIP OF RECORDS

The Provider who creates and maintains a mental health record is the owner of the record.  Thus, the Provider is responsible for the record’s safekeeping and is entitled to retain possession of the record.  Although the Provider is the owner of the record, the statute also states that the information contained in the mental health record belongs to the Patient involved as well as to the Provider.  The Provider shall maintain the original mental health record or a microfilm of the mental health record for at least seven (7) years.

While the Provider is the owner of the mental health record, the Patient’s mental health record is confidential and shall be disclosed only with the consent of the Patient unless an exception applies.  Those exceptions are outlined below in Sections III and IV.

III. ACCESS BY PATIENT OR PATIENT’S DESIGNEE

In accordance with the procedures and exceptions described below, a Patient’s mental health record may be disclosed to the following individuals:  (A) the Patient himself or herself, (B) Patient’s designee or legal representative, and (C) other statutorily-approved individuals.  


 A.  Patient
A Patient is entitled to inspect and copy the Patient’s own mental health record.  However, if the Provider that is responsible for the Patient’s mental health records determines for good medical cause, upon the advice of a physician, that the information requested under this section is detrimental to the physical or mental health of the Patient, or is likely to cause the Patient to harm the Patient or another person, the Provider may withhold the information from the Patient.  

The Patient may appeal the Provider’s refusal to permit the Patient to inspect and copy the Patient’s own record where a state institution or agency is the Provider.  If the Provider is not a state institution or agency, the Patient may seek the records through the courts. 


B.  Patient’s Designee or Legal Representative

Upon written request and reasonable notice, a Patient’s mental health record shall also be made available for inspection and copying to an individual or organization designated by the Patient or to the Patient’s legal representative, regardless of whether the Patient is still receiving services from the Provider.  A Patient’s written request for release of the Patient’s mental health record must include:  (1) the name of the Patient, (2) the name of the person requested to release the mental health records, (3) the name of the person, Provider, or organization to whom the Patient’s mental health record is to be released, (4) the purpose of the release, (5) a description of the information to be released from the mental health record, (6) the signature of the Patient, (7) the date the request is signed, (8) a statement that the Patient’s consent to release of mental health records is subject to revocation at any time, except to the extent that action has been taken in reliance on the Patient’s consent, and (9) the date, event, or condition on which the Patient’s consent to release of mental health records will expire if not previously revoked.   

A Patient’s request is valid for one hundred eighty (180) days after the date that the request is made unless otherwise prescribed by law.  A request for release of records may be revoked by the Patient at any time except to the extent that action has been taken in reliance of the consent.  

C.  Other Statutorily-Approved Individuals 

Indiana law allows certain persons under specific circumstances to exercise a Patient’s rights, including inspecting and copying a Patient’s mental health record.  Those circumstances include release where the Patient is a minor, the Patient is incompetent, or the Patient is deceased.

1.  When Patient is a Minor
When Patient is a minor, the Patient’s mental health records may be released to a parent, guardian, or other court-appointed representative.  A custodial parent and a non-custodial parent of a child have equal access to the child’s mental health records unless a court has issued an order that limits the non-custodial parent’s access to the child’s mental health records and the Provider has received a copy of the court order or has actual knowledge of the court order.

2.  When Patient is Incompetent

When a Provider determines that the Patient is incapable of giving or withholding consent, the Patient’s mental health record may be released to the Patient’s guardian, a court-appointed representative of the Patient, a person possessing a health care power of attorney for the Patient, or the Patient’s health care representative. 

3.  When Patient is Deceased

Where a Patient is deceased, the Patient’s personal representative of the Patient’s estate, or if there is no personal representative, the Patient’s spouse, or any responsible member of the Patient’s family (including a parent, guardian, or custodian of a deceased Patient’s minor child) if there is no spouse, may consent to the release of the deceased Patient’s record.

IV. ACCESS WITHOUT PATIENT’S CONSENT

Without the consent of the Patient, the Patient’s medical health record may only be disclosed to the following people/organizations under the following limited circumstances, including:  (1) employees of a Provider, including mental health facilities or managed care organizations who are involved in the planning, provision and monitoring of services, (2) to the extent necessary to obtain payment for covered services from third party payors, (3) to the Patient’s court appointed counsel and Protection and Advocacy Services Commission, (4) for certain research, (5) to a law enforcement agency under certain circumstances,
 (6) to a coroner or medical examiner in the performance of their duties, (7) to a school in which the Patient is enrolled if the superintendent determines that the information will assist the school in meeting statutory handicapped individual’s educational needs, (8) to the extent necessary to satisfy certain reporting requirements, including child abuse or neglect, child abandonment, endangered adults, HIV positive and confirmed AIDS cases, and duty to warn of violent Patients, (9) to the extent necessary under limited situations where a developmentally disabled Patient is being released or transferred to another program, (10) to another health care Provider in a health care emergency, (11) for limited legitimate business purposes, including collection of accounts, litigation defense, quality assurance, peer review, and scientific, statistical and education purposes (in all events, the Provider should protect the confidentiality of the record and the identity of the Patient), (12) under court order following the procedure set forth below in Section V, (13) to the extent necessary to make reports or give testimony required by the statutes pertaining to admissions, transfers, discharges, and guardianship proceedings, and (14) to the United States Secret Service under certain circumstances.

V. COURT-ORDERED RELEASE

The procedure in IC §§ 16-39-3 et seq., and set forth below in Section V(A), is utilized in the absence of the Patient’s consent or one of the limited exceptions.  This procedure must be followed in order for an individual or organization to gain access to those mental health records.  It is also required in order for those mental health records to be discoverable or admissible in court proceedings without the Patient’s consent.

A.  Procedure 

A person desiring mental health records must file a petition requesting the release of those mental health records.  The following steps then occur:  (1) fifteen (15) days’ notice of the request and the scheduling of a hearing must be given to the Provider, the Patient, and any guardian/parent/guardian ad litem for the Patient, (2) Patient has a right to an attorney at the hearing, (3) the hearing is conducted in a manner to preserve the confidentiality of the hearing record, (4) the court must find, by a preponderance of the evidence that other reasonable means of obtaining the information are not available or are not effective and the need for disclosure outweighs the potential harm to the Patient, including the impact on the Provider-Patient privilege and the Patient’s rehabilitative process.

B.  Limitations of the Court Order

The court order must be limited as follows:  (1) it should limit disclosure to those parts of the Patient’s mental health record that are essential to fulfill the objective of the court’s order, (2) it should limit disclosure only to those persons whose need for the information is the basis of the court’s order, and (3) it should include other measures necessary to limit disclosure for the protection of the Patient, the Provider-Patient privilege, and the rehabilitative process.

C.  Confidentiality of Records

Any records that may be offered or admitted into evidence or testimony relating to the mental health records shall be maintained by the court in a confidential manner.  The record or transcript of that proceeding may not be used in any other proceeding or for any other purpose.

VI. RELEASE OF MENTAL HEALTH INFORMATION

The following individuals who are involved in the planning, provision, and monitoring of the mental health services delivered to the Patient are entitled to certain summary information upon written request when accompanied by the written consent of the treating physician for the Patient:  (1) spouse, (2) parent, if the Patient does not have a spouse or is the primary caregiver to the Patient, (3) adult child, if the Patient has neither a spouse nor a parent, (4) sibling, if the parent has neither a spouse, a parent, nor an adult child, or (5) guardian, guardian ad litem, or court-appointed special guardian.   

The Provider, upon the appropriate request by an authorized individual, shall furnish the following information:  (1) a summary of the Patient’s diagnosis, (2) a summary of additional relevant information,
 (3) the types of medication that have been prescribed for the Patient, and (4) a summary of the Patient’s prognosis.
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Attachment 4
COMMUNICABLE DISEASE RECORDS

UNDER INDIANA LAW
The issue of whether a physician or other health care provider may lawfully disclose medical records containing communicable disease information to another provider is governed by Indiana’s confidentiality statutes for communicable disease records.  

Under Section 16-41-8-1 et seq. of the Indiana Code, no person may disclose or be compelled to disclose information involving certain communicable diseases that are a danger to health ("Communicable Diseases") except to the extent that these Communicable Diseases must be reported to the Indiana State Department of Health in accordance with 410 IAC 1-2.3-47.  A complete list of these Communicable Diseases are set forth in the list at the end of this Attachment.  

There are three exceptions to this general prohibition against disclosure: (1) the information is for statistical purposes and does not identify any individual; (2) all individuals identified in the information have consented in writing to the release of the information; or (3) the information is necessary to enforce public health laws, to comply with certain sentencing provisions related to sex and drug crimes, or to protect the health or life of a named party. 

I. Statistical Purposes

The law allows an exception where certain data is gathered for statistical purposes only.  In order for this exception to apply, the information disclosed must not contain any identifying information for the Patient.  Rather, mere raw data is all that may be disclosed. 

II. Written Consent

Communicable Disease records may be disclosed to third parties if written consent is first obtained from all of the named parties.  This means that all named parties in the record must provide written consent.  Thus, if the record contains names of partners or spouses of Patients who have HIV or other communicable diseases, then the information identifying the partner or spouse must be redacted or deleted before the Patient’s record is disclosed, unless written consent is first obtained from each person who is identified as having a Communicable Disease.

III. Third Exception

Exception three contains three parts:

(a) Enforce Public Health Laws

This exception is aimed at requirements for reporting Communicable Diseases to the state and local boards of health.  The law sets forth a reporting schedule by which physicians, hospitals, medical laboratories, and the Department of Correction must abide in reporting confirmed cases.  The disclosure exception to enforce public laws allows these individuals and entities to carry out their reporting duties lawfully.  

(b) Comply with Criminal Provisions

Certain sex and drug crimes which involve the exchange of body fluids or other epidemiological risks may be punished more severely if the perpetrator knew he or she was HIV positive and has been counseled as to the risks of spreading the disease.  A court may authorize an inquiry into health information once an individual has been convicted of certain statutorily-named crimes. 

(c) Protect the Health or Life of a Named Party

The last part of exception three pertains to protecting the health or life of a named party.  This exception applies where an individual has engaged in certain high risk behavior, such as needle sharing or sexual contact, with a Patient.  Along this same line, the law also establishes a procedure by which certain HIV information can be disclosed to an emergency medical provider who has been exposed to blood or bodily fluids while providing emergency medical services to a Patient.   

Ultimately, Indiana Code does not create an exception for the disclosure of Communicable Disease records to other health care facilities.  Thus, without first obtaining consent from all named parties under the second (2nd) exception above or without redacting or deleting HIV information and other related identifiers in records, a physician or other health care provider may not lawfully disclose Communicable Disease records to another provider.
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Attachment 4
COMMUNICABLE DISEASE RECORDS

UNDER INDIANA LAW
DANGEROUS COMMUNICABLE DISEASES AND CONDITIONS

	Acquired immunodeficiency syndrome ("AIDS")
	Meningitis, aseptic

	Animal bites
	Meningococcal disease, invasive

	Anthrax
	Pertussis

	Babesiosis
	Plague

	Botulism
	Poliomyelitis

	Brucellosis
	Psittacosis

	Campylobacteriosis
	Q Fever

	Chancroid
	Rabies in humans or animals (confirmed and suspect animal with human exposure)

	Chlamydia trachomatis, genital infection
	Rabies, postexposure treatment

	Cholera
	Rocky Mountain spotted fever

	Cryptosporidiosis
	Rubella (German measles)

	Cyclospora
	Rubella congenital syndrome

	Diphtheria
	Salmonellosis, other than typhoid fever

	Ehrlichiosis
	Shigellosis

	Encephalitis, arboviral, Calif, EEE, WEE, SLE, West Nile
	Staphylococcus aureus, Vancomycin resistance level of MIC ( 8 μg/mL

	Escherichia coli, infection (including E. coli 0157:H7 and other enterohemorrhagic types)
	Streptococcus pneumoniae, invasive disease, and antimicrobial resistance pattern

	Gonorrhea
	Streptococcus, Group A, invasive disease

	Granuloma inguinale
	Streptococcus, Group B, invasive disease

	Haemophilus influenzae invasive disease
	Syphilis

	Hansen’s disease (leprosy)
	Tetanus

	Hantavirus pulmonary syndrome
	Toxic shock syndrome (streptococcal or staphylococcal)

	Hemolytic uremic syndrome, postdiarrheal
	Trichinosis

	Hepatitis, viral, Type A
	Tuberculosis, cases and suspects

	Hepatitis, viral, Type B
	Tularemia

	Hepatitis, viral, Type B, pregnant woman (acute and chronic), or perinatally exposed infant
	Typhoid fever, cases and carriers

	Hepatitis, viral, Type C (acute)
	Typhus, endemic (flea borne)

	Hepatitis, viral, Type Delta
	Varicella, resulting in hospitalization or death

	Hepatitis, viral, unspecified
	Yellow fever

	Histoplasmosis
	Yersiniosis

	HIV infection/disease
	

	HIV infection/disease, pregnant woman, or perinatally exposed infant
	

	Legionellosis
	

	Leptospirosis
	

	Listeriosis
	

	Lyme disease
	

	Lymphogranuloma venereum
	

	Malaria
	

	Measles (rubeola)
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GENETIC RECORDS UNDER INDIANA LAW

Indiana Code governs when the release of health records is appropriate, whether it be to a third party or to the Patient herself.  Specifically, it addresses when health records containing genetic information can be released to third parties, particularly insurance companies.  

Generally speaking, in order for an insurance company to receive medical records, it must obtain the Patient’s written consent, containing the name of the insured, the date the consent was granted, the name of the company to which consent is given, and the general nature of the information that is being obtained via the consent.
   However, an insurance company other than a life insurance company may not obtain the results of any genetic screening or testing
 without the separate written consent by an individual at the time of application for insurance or any other time.
  The form that the insurance company prepares on which an individual indicates written consent must indicate that the individual need not consent to releasing the genetic testing or screening results and it must be approved by the commissioner before it can be used.
  

In the case that an insurance company other than a life insurance company receives the results of any genetic testing or screening and has not obtained the separate necessary written consent, the company may not be held liable.
  However, the company may not use the genetic testing or screening in an unlawful way.
  

When a Patient or authorized person seeks health records, the requirements are different than when a third-party insurance company seeks the records.  First, the requester of the health records must be an appropriate person, meaning a competent person at least eighteen (18) years of age, an emancipated person under eighteen (18) years of age, or other appropriate person.
  An appropriate person who requests health records must put his request in writing, including relevant information
 as required by the Code.  A Patient’s request is valid for sixty (60) days after the date that the request is made.
  

On written request and reasonable notice, a provider shall supply to a Patient the health records possessed by the provider which concerns the Patient.
  Specifically, the provider must furnish to the Patient or the Patient’s designee both a copy of the Patient’s health record used in assessing the Patient’s condition and, if the Patient requests, the pertinent part of the Patient’s record relating to a specific condition.
  However, it is important to note that a provider may withhold any information if the provider deems the requested information either detrimental to the Patient or likely to cause the Patient to harm another Patient.
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DRUG AND ALCOHOL TREATMENT RECORDS

UNDER FEDERAL LAW

I. CONFIDENTIALITY OF RECORDS

The Drug Abuse Prevention, Treatment and Rehabilitation Act (42 U.S.C. 290ee-3) and the Comprehensive Alcohol Abuse and Alcoholism Prevention, Treatment and Rehabilitation Act of 1970 (42 U.S.C. 290dd-3) provide that the records of the identity, diagnosis, prognosis, or treatment of any Patient which are maintained in connection with the performance of any drug abuse prevention function or the performance of any program or activity relating to alcoholism or alcohol abuse education, training, treatment, rehabilitation, or research, which is conducted, regulated, or directly or indirectly assisted by any department or agency of the United States shall be confidential and may only be disclosed in accordance with the regulations at 42 CFR §§ 2 et seq., discussed below.

A. Programs Covered by the Regulations 

The regulations place restrictions upon the disclosure and use of Drug and Alcohol treatment records that are maintained in connection with the performance of any federally assisted alcohol and drug abuse program.  A program means an entity which in whole or in part holds itself out as providing, and provides, alcohol or drug abuse diagnosis, treatment, or referral for treatment.  For a general medical care Provider or any part thereof to be a program, it must have: (a) an identified unit which provides alcohol or drug abuse diagnosis, treatment, or referral for treatment or (b) medical personnel or other staff whose primary function is the provision of alcohol or drug abuse diagnosis, treatment, or referral for treatment and who are identified as such Rehabilitation Facilities.

In order for a program to be considered federally assisted and thus covered under the regulations, it must be either: (1) conducted in whole or in part, whether directly or by contract or otherwise by any department or agency of the United States or carried out under a license, certification, registration, or other authorization granted by any department or agency of the United States.
 

B. Information Covered by the Regulations

The restrictions on disclosure of Drug and Alcohol Treatment Records apply to any information, whether or not recorded, which:  would identify a Patient as an alcohol or drug abuser either directly, by reference to other publicly available information, or through verification of such an identification by another person and is drug abuse information obtained by a federally assisted drug abuse program after 3/20/72, or is alcohol abuse information obtained by a federally assisted alcohol abuse program after 5/13/74 for the purpose of treating alcohol or drug abuse, making a diagnosis for that treatment, or making a referral for that treatment. 

The restrictions on use apply to any information that is (1) obtained for the purpose of treating alcohol or drug abuse, (2) obtained for the purpose of making a diagnosis for treatment, or obtained for the purpose of making a referral for treatment. 

1. Exempt Information  

Even in programs which are covered by the regulations certain disclosures and uses of covered records are exempt from the regulations.  Specifically, restrictions on disclosure do not apply to communication within a program or between a program and an entity having direct administrative control over that program.  Restrictions on disclosure also do not apply to communication between a program and a qualified service organization where there is a written agreement between the QSO and the program where the QSO agrees to be bound by the confidentiality regulations and that the QSO will resist in judicial proceedings any efforts to obtain access to Patient records except as permitted by these regulations.  Also exempt are communications between a program and law enforcement personnel if the communication is directly related to the Patient’s commission of a crime on the premises of the program or against program personnel or a threat to commit such a crime.  This exemption is limited to disclosure of the circumstances of the incident, including the Patient status of the individual, committing or threatening to commit the crime, that individual’s name and address, and that individual’s last known whereabouts.

Restrictions on disclosure and use do not apply to communication between a program and the appropriate state or local authorities under abuse state law governing incidents of suspected child abuse and neglect.  However, the records themselves are confidential and cannot be used in civil or criminal proceedings which may arise out of the report of suspected child abuse and neglect except as permitted by these regulations.

II. USE AND DISCLOSURE

Covered records kept by covered programs may only be used or disclosed as permitted in the regulations.  Disclosures permitted under the regulations must be limited to the minimum disclosure necessary to satisfy the purpose of the disclosure.  Restrictions on disclosure and use apply regardless of whether the person making the request for information:  (1) already has the information, (2) has other means of obtaining it, (3) is a law enforcement or other official, (4) has obtained a subpoena, or (5) asserts any other justification for disclosure or use which is not permitted by the regulations.  The regulations prescribe certain rules for (A) acknowledging the presence of Patients in a Provider, (B) disclosures permitted without a Patient’s consent, (C) disclosures permitted with a Patient’s consent, and (D) court-authorized disclosures. 

A. Acknowledging the Presence of Patients

The presence of an identified Patient in a Provider or component of a Provider which is publicly identified as a place where only alcohol or drug abuse diagnosis, treatment, or referral is provided may be acknowledged only if the Patient’s written consent is obtained in accordance with the regulations or if an authorizing court order is entered in accordance with the regulations.  The regulations do permit acknowledgment of the presence of an identified Patient in a Provider or part of a Provider if the Provider is not publicly identified as only an alcohol or drug abuse diagnosis, treatment or referral Provider and if the acknowledgement does not reveal that the Patient is an alcohol or drug abuser.

Any answer to a request for a disclosure of Patient records which is not permissible under these regulations must be made in a way that will not affirmatively reveal that an identified individual has been or is being diagnosed or treated for alcohol or drug abuse.  Any inquiring party may be given a copy of these regulations and advised that they restrict the disclosure of alcohol or drug abuse Patient records, but may not be told affirmatively that the regulations restrict the disclosure of the records of an identified Patient.  The regulations do not restrict a disclosure that an identified individual is not and never has been a Patient.

B. Disclosures Permitted Without Patient Consent

While most disclosures require a Patient’s consent, there are a few instances where a Patient’s consent is not required prior to disclosure.  These cases include: (1) medical emergencies, (2) certain research activities, (3) audit and evaluation activities, and (4) to the Patient himself or herself.
1. Medical Emergencies

Under this provision, Patient identifying information may be disclosed to medical personnel who have a need for information about a Patient for the purpose of treating a condition which poses an immediate threat to the health of any individual and which requires immediate intervention.  Patient information may also be disclosed to the Food and Drug Administration (FDA) who assert a reason to believe that the health of any individual may be threatened by an error in the manufacture, labeling, or sale of a product under FDA jurisdiction, and that the information will be used for the exclusive purpose of notifying Patients or their physicians of potential dangers.  Immediately after disclosure, the program must document the disclosure in the Patient’s records as prescribed by the regulations.  

2. Research Activities

Patient identifying information may be disclosed for the purpose of conducting scientific research if the program director makes a determination that the recipient of the Patient identifying information (1) is qualified to conduct the research, (2) has a research protocol under which the Patient identifying information will be maintained in accordance with the regulations’ security requirements and will not be redisclosed except as permitted by the regulations and (3) has provided a satisfactory written statement that a group of three or more individuals who are independent of the research project has reviewed the protocol and has determined that the rights and welfare of the Patients will be adequately protected and the risks of disclosing Patient identifying information are outweighed by the potential benefits of the research.  

A person conducting research may disclose Patient identifying information obtained only back to the program from which that information was obtained and may not identify any individual Patient in any report of that research or otherwise disclose Patient identities.

3. Audit and Evaluation Activities

If Patient records are not copied or removed, Patient identifying information may be disclosed to an entity that agrees in writing to comply with the limitations of redisclosure if that entity is acting on behalf of any Federal, State, or local governmental agency which provides financial assistance to the program or is authorized by law to regulate its activities or is a private person that offers financial assistance to the program, is a third party payor, or is a quality improvement program.  

If necessary to conduct the survey or audit, copying and removal is permitted if the surveyor or auditor agrees in writing to keep the information secure and confidential and to destroy all Patient identifying information at the completion of the audit or survey.

4. To the Patient
A program is not required to obtain a Patient’s written consent or other authorization in order to obtain access to the Patient’s own record, including the opportunity to inspect and copy any part of that record; however, any information so obtained is subject to the restrictions on use in criminal proceedings.

C. Disclosures Permitted With Patient Consent

Certain disclosures require that a Patient (or authorized representative for the Patient) consent prior to the release of information.  In order for such a disclosure to be lawful, valid written consent must be first obtained and the disclosure must be authorized by the regulations as set forth in Section II(C)(3), below.
1. Form of Written Consent

Consent must be in writing and must include: (a) the name of the entity requested to disclose the information, (b) name of the entity to whom disclosure is to be made, (c) name of the Patient, (d) purpose of the disclosure, (e) how much and what kind of information is to be disclosed, (f) the Patient’s signature (or other authorized person in cases of minors, incompetents, and deceased), (g) the date signed, (e) a clause permitting revocation of the consent at any time to the extent that the material to be disclosed remains undisclosed, (f) the date, event, or occurrence when the consent expires, and (g) a statement prohibiting redisclosure without consent as set forth at 42 CFR §2.32.

Disclosure may not be made even if a form is presented if the form has expired, the form 

is incomplete, the consent is known to have been revoked, or is known, or could be known with reasonable effort, to be “materially false.”

2. Individuals Who May Consent


The laws governing who may consent are a combination of state and federal laws.  To the extent that such laws conflict, any conflicts between federal and state law should be addressed in an entity’s policies and procedures on access to records. 

(a)  ADULT CONSENT
Consent must be obtained from a competent adult Patient, or a court appointed guardian of an incompetent adult Patient.  If no guardian has been appointed for an adult Patient who the program directly determines is suffering from a medical condition that prevents knowing or effective action on his or her own behalf, the program director may consent to release of information only for the purpose of obtaining reimbursement from a third party payor.  

(b)  MINOR CONSENT
IF STATE LAW DOES NOT REQUIRE PARENTAL CONSENT TO TREAT A PARTICULAR MINOR, the regulations provide that if a minor acting alone has the legal capacity under state law to apply for and obtain alcohol or drug abuse treatment without parental consent (capacity to consent to treatment) any consent to disclose or use covered records can only be given by the minor.  In these cases, Patient identifying information may not be disclosed to the minor’s parents or guardian even to obtain reimbursement.  A program may withhold treatment until a minor who has the capacity to consent to treatment gives consent to contact the parents or guardian for reimbursement information unless an emergency medical condition exists which requires immediate treatments.

IF STATE LAW REQUIRES PARENT CONSENT TO TREAT A PARTICULAR MINOR, and if a minor does not have legal capacity to consent to treatment, consent to disclose or use the minor’s records must be obtained from both the minor and his/her parent, guardian, or other person authorized by state law to act in the minor’s behalf.  In these cases, however, the parent may not be contacted unless the minor consents to contacting the parent or unless in the judgment of the program director the minor “lacks the capacity to make a rational choice regarding such consent.”  Lack of capacity exists where the director judges that extreme youth or a mental or physical condition interferes with the minor’s capacity and the minor faces a “substantial” threat to life or physical wellbeing which may be reduced by contacting the parent.

Under Indiana law, the following persons under age 18 have legal capacity to consent to medical treatment:  (1) emancipated minors, (2) minors at least 14 years of age who are not dependent on a parent for support, are living apart from their parents or from an individual in loco parentis, and are managing their own affairs, (3) minors who are or who have been married, (4) minors in the military service of the United States, or (5) minors authorized to consent to health care by any other statute.  Therefore, in Indiana, any of these categories of minors are the only persons authorized to consent to the disclosure or use of covered records.

This is broader than Indiana law governing release of health records which only permits emancipated minors to consent to release of their records (IC §§ 16-37 et seq.).  The other four categories of minors which the federal regulations vest with exclusive power to consent to the disclosure or use of their alcohol and drug abuse treatment records are not allowed to consent to the release of their medical records under Indiana law.  Health records of an unemancipated minor may be released where consent is obtained from their parent, guardian, or custodian.

Indiana law also grants parents, guardian, or next of kin authority to obtain a copy of the health records of an unemancipated minor (IC §§ 16-39 et seq.).  This provision conflicts with the federal regulations because some unemancipated minors are vested with exclusive power to consent to the disclosure or use of their alcohol and drug abuse treatment records.  

3. Permissible Disclosures

If a Patient consents to a disclosure, the records may be disclosed to any entity named in the consent and in accordance with the consent, except that disclosures to central registries and criminal justice personnel must meet the special requirements of the regulations.

Specifically in the case of Central Registries, a program may disclose Patient records to any central registry (an organization which obtains from two or more member programs Patient identifying information about individuals applying for maintenance, treatment or detoxification treatment for the purpose of avoiding an individual’s concurrent enrollment in more than one program) not more than 200 miles away for the purpose of preventing the multiple enrollment of a Patient.  The disclosure can only be made when the Patient is first accepted for treatment, when the type or dosages of drugs are changed, or the treatment is interrupted or terminated.

D. Court Orders Authorizing Disclosure and Use

A court order may authorize disclosure or confidential communications made by a Patient to a program in the course of diagnosis, treatment, or referral for treatment only if: (1) the disclosure is necessary to protect against an existing threat to life or of serious bodily injury, including circumstances which constitute suspected child abuse and neglect and verbal threats against third parties, (2) the disclosure is necessary in connection with investigation or prosecution of an extremely serious crime, such as one which directly threatens loss of life or serious bodily injury, including homicide, rape, kidnapping, armed robbery, assault with a deadly weapon, or child abuse and neglect, or the disclosure is in connection with litigation or an administrative proceeding in which the Patient offers testimony or other evidence pertaining to the content of the confidential communications.  Noncriminal orders may also be granted in compliance with the regulations governing such orders.   Whether criminal or noncriminal, an order is not self-enforcing.  It must be accompanied by a valid subpoena before it must be complied with.  Likewise, a subpoena without an order is ineffective to require production.
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HIPAA PRIVACY/SECURITY TRAINING HANDOUT

1. HIPAA PRIVACY AND SECURITY … Center for Hospice Care to Protect the Privacy and Security of Our Patients' Medical and Billing Records (PHI)   and To Establish New Patient Rights.  

2. WHAT WILL BE DIFFERENT UNDER HIPAA PRIVACY AND SECURITY?  

a. IN TERMS OF ADMINISTRATION …Privacy/Security Officer … Updated and Written Policies, Procedures, Forms … Mandatory Training … Monitoring for Compliance … Patient Complaint Procedure … Investigations and Enforcement … Sanctions for Non-Compliance.    

b. IN TERMS OF PHI USES AND DISCLOSURES … PHI Should Be Used by Authorized Users Only For Authorized Purposes  … PHI Disclosures Require A Patient Authorization Unless Related to Treatment/Payment/Business Operations or Required or Permitted by Law … It Is Essential That  Everyone “Think Twice” Before PHI is Used or Disclosed.  

c. IN TERMS OF PATIENT RIGHTS … Right to Receive Privacy Notice On Admission … Right to Request Access to PHI … Right to Request Reasonable Restrictions on How We Use and Disclose PHI … Right to Request Reasonable Amendments … Right to Request Accounting of Certain Disclosures … Right to Notice of Unauthorized Uses or Disclosures.  

d. IN TERMS OF BUSINESS ASSOCIATES … Business Associate Agreements Required For Those Contractors Who Access PHI to Perform Services ... Require HIPAA Compliance and Indemnification.

e. IN TERMS OF PHI SAFEGUARDS … Tighter Controls on … Administrative Safeguards (e.g., Officer … Policies … Training … Telephone, Fax and Other Communication Controls, etc.) ...  Physical Safeguards (e.g., Locks and Keys …Shredding and Disposal … Off Site Storage, etc.) and Technical Safeguards (e.g., Passwords … Computer Controls).

3. PENALTIES FOR NONCOMPLIANCE … Disciplinary Action … Administrative Action by Licensing Agencies … Civil Money Penalties  … Fines and Imprisonment for “Knowing” or Intentional Violations.

4. REMEMBER … PRIVACY AND SECURITY OF PATIENT INFORMATION IS NOT A NEW CONCEPT … YOUR COMPLIANCE IS ESSENTIAL.  THANK YOU VERY MUCH.   
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HIPAA Training Certification Form

I hereby acknowledge and agree that as a condition of my work relationship with the Provider:  

1. I have attended the Provider[‘s HIPAA Privacy and Security Training Program  and have been given the opportunity to ask questions.

2. I understand that I have reviewed the Provider’s Protected Health Information Privacy and Security Policies and I understand that updates and changes to the policy will be made available to me from time to time by my supervisor.  

3. I agree to comply with these Policies at all times while working for the Provider.  

4. I agree to maintain the privacy and security of any and all protected health information of the Provider’s Patients at all times, even after my relationship with the Provider has terminated or otherwise expired.

5. I understand that if I fail to comply with these Policies:

A. I am at risk of disciplinary or other corrective action by the Provider up to and including termination of my work relationship with the Provider; and 

B. I may be personally at risk of civil or criminal penalties pursuant to applicable laws and regulations, including but not limited to the Health Information Portability and Accountability Act of 1996 ("HIPAA") and certain privacy and security regulations promulgated hereunder.

____________________________________

Printed Name






____________________________________
                    _________________

Signature







Date
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WORKFORCE CONFIDENTIALITY AGREEMENT 

DATE: ________________________

PRINT FULL NAME OF WORKFORCE MEMBER HERE: ______________________________

1. Definitions.  For purposes of this Agreement, the following capitalized terms are defined as follows:

a. Access means, the acquisition and the ability or the means necessary to read, write, modify, communicate, transmit, store, destroy or otherwise have access to Confidential Information or otherwise make use of any source, in any form or medium, that contains Confidential Information.  
b. Applicable Requirements means all applicable laws, regulations and the then-current policies, procedures, standards and other requirements of Provider.    

c. Confidential Information means, any and all confidential, proprietary, privileged or otherwise protected information that has a special and unique nature and value to Provider.  This Information shall include but not be limited to oral, observed, written, or electronic information, including, but not limited to, protected health information, personal information, computerized information systems, systems software, and the use of equipment and information which is the property of Provider, their Patients, or external vendors.  This Information also includes, but is not limited to information related to design, programming techniques, security techniques, flow charts, source codes, object code, software, documentation, Patient lists, or any other business, Patient, physician, or employee data.  
d. Electronic Media means, any computers, workstations, laptops, tablets, telephones, fax machines, jump drives, CDs, DVDs or other devices that may be used to Access Confidential Information, whether on or off duty OR on or off Provider premises.  

e. Workforce means, any employee, leased employee, agency staff, Licensed Health Professional student, volunteer or other person whose conduct, in the performance of their duties, would be under the direct supervision and control of Provider, whether compensated or not.  
2. Promises.  I, the above named member of the Workforce, hereby acknowledge that in and as a result of my relationship to Provider, I make the following promises:

a. I will only Access Confidential Information that is necessary for me to perform my assigned duties and only in accordance with Provider’s Minimum Necessary Standards.

b. I will only use Provider’s Electronic Media, Internet, e-mail and other technology services for me to perform my assigned duties and only in accordance with Provider policies and procedures.  Any email sent using Provider Electronic Media that contains Confidential Information must be encrypted at all times.  

c. I will never use my own, personal Electronic Media to Access Confidential Information, whether by way of a telephone call, email, text message or otherwise, at any time, whether on or off duty OR on or off Provider premises.

d. I will always use a confidential pass code to lock my own, personal Electronic Media.  

e. I will confirm with my particular carrier (e.g., ATT, T-Mobile, etc.) the mechanism that I will use to “kill” my own, personal Electronic Media in the event of actual or suspected loss or theft.  

f. I will always use a prompt (e.g., within 5 minutes) automatic “time out” on my own, personal Electronic Media when not in use.  

g. I will never store any Confidential Information on my own, personal Electronic Media, nor will I ever download or “upload” any Confidential Information from my own, personal Electronic Media to a third party (e.g., iCloud) at any time.  

h. If I inadvertently receive any text message containing Confidential Information on my own, personal Electronic Media, I will immediately delete the content from the Electronic Media.

i. If I become aware of any Electronic Media that has been lost or stolen, whether it is the property of Provider or me, I shall immediately notify Provider’s Privacy/Security Officer so that all appropriate steps are taken to “kill” the device and limit any unauthorized Access to Confidential Information that may be stored on the Electronic Media.

j. If Provider is ever the subject of a “legal hold” procedure, I grant Provider to right to review my own, personal Electronic Media to confirm any information subject to the procedure that must be recovered and maintained by Provider in accordance with applicable law.    

k. I grant Provider the right to review any such Access to PHI or use of Electronic Media under this Section 2 at any time and agree that any such inappropriate or unauthorized Access or use could cause substantial harm to the resources, relationships and reputation of Provider for which I would be ultimately responsible.  

l. I will return to Provider any and all Confidential Information, in addition to any Provider-owned Electronic Media, that is in my possession prior to any termination of employment or other business relationship with Provider.  

m. I grant Provider the right to review my own, personal Electronic Media, prior to any termination of my employment or other relationship with Provider, in order to verify that absolutely no Confidential Information remains stored on the Electronic Media.  

3. Violations.  I acknowledge that any inappropriate or unauthorized Access to Confidential Information or use of Electronic Media is a serious violation and shall result in prompt investigation and sanctions, including but not limited to termination of my employment or other relationship with the Provider.  I also acknowledge that any such violations may result in possible civil and/or criminal penalties in accordance with Applicable Requirements.  
4. Effective Dates; Amendments.  This Agreement shall remain in effect both during and following any termination or other expiration of my Provider relationship, for any reason, in order to safeguard all Confidential Information and Electronic Media and to protect the resources, relationships and reputation of Provider.  

	I have been provided with a copy of this Agreement which I have read, understood, signed and agreed to comply with in all respects and at all times.  

Signature________________________________  Date_____________________________


KD_5343440_1.doc

Center for Hospice Care ("Provider")

Attachment 9

ACTION FORM

This Action Form Concerns Facts, Event or Complaint Related to (Check All That Apply): 

 ___ Privacy  ___ Security  ___ Other [Explain] _______________________________________________________
Date Form Completed: ___________
Person Completing Form: ______________________

Description of Facts, Event or Complaint Resulting in this Action Form (Describe in full; attach copy of any related documents; attach additional pages if necessary):  ______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

Person(s) Involved: (Check all that apply and describe contact information for all persons involved below; attach additional pages if necessary)

___ Employee/Staff     ___ Patient/Family/Friend     ___ Business Associate     ___ Other

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

[Only Privacy/Security Officer May Write Below This Line]

_____
Date Investigation Completed by Privacy Officer

_____
Date of Written Report to _______________and Legal Counsel Summarizing Complaint, Investigation and Recommended Actions (Attach Complete Copy) 

_____
Date of Action by ________________(Attach Documentation of Any Actions Taken or Excerpt from Board Minutes)
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PRIVACY/SECURITY FLOW SHEET
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	Description of Event
	Document(s) Filed
	Signature
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ALL ORIGINALS:
Filed Under Privacy Tab in Patient Record (Chronological Order)
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HIPAA Investigation Instructions
#1.  Was there a Breach, which is defined to be an unauthorized acquisition, access, use or disclosure of that compromises the Privacy of PHI (in any form or medium) or the Security of EPHI? 
  Examples of a “Breach” include, but are not limited to the following:

· An inappropriate conversation regarding a Provider Patient that takes place in a public area; or 

· A careless error by a Provider representative which causes a fax or other regular mail containing PHI to a third party who has no “need to know” this information whatsoever; or 

· Taking PHI or any Electronic Media which contains EPHI off Provider premises, even if for a legitimate business purpose, and leaving the PHI/EPHI in an unsecured location (e.g., an unlocked car, public place, home) where the PHI/EPHI can be accessed by persons who have no “need to know” this information whatsoever; or

· Sending PHI to a third party by email, using an AOL, Yahoo, Gmail or other Internet account, that has not been encrypted in accordance with Provider policies; or 

· Gaining access to your own PHI without first submitting a written request for a copy in accordance with Provider policies; or

· Gaining access to any PHI regarding an individual Provider Patient when you have absolutely no reason or “need to know” this information, either because you are curious, because the Patient is a “VIP”, because the Patient has an unusual condition or because your neighbor or friend requested the information from you,  or otherwise; or

· Discarding PHI or otherwise placing PHI in the trash without complying with  Provider policies which requires proper shredding or other destruction; or 

· Sharing your Provider user ID and/or password with another person, whether an Provider representative or other third party;  or 

· Selling or otherwise disclosing PHI or EPHI regarding an individual Provider Patient for personal or financial gain or other unlawful or malicious purposes.

Option A: If Privacy/Security Officer conducts an investigation and determines there is evidence of a Breach, a HIPAA accounting must be completed in accordance with current HIPAA Policy.  Additionally, go to #2.  

Option B: If Privacy/Security Officer conducts an investigation and determines there is absolutely no evidence of a Breach, the Privacy/Security Officer should document these findings in the investigation file to confirm that no obligation to notify Patient under HIPAA is required.  STOP

#2.  Did the Breach involve the disclosure of Unsecured PHI or EPHI that was not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a technology or methodology specified by the Secretary of HHS?
  

Option A: If Privacy/Security Officer conducts an investigation and determines there is evidence of a Breach that Unsecured PHI or EPHI was involved, go to #3.  

Option B:  If Privacy/Security Officer conducts an investigation and determines there is no absolutely no evidence that Unsecured PHI or EPHI was involved, Privacy/Security Officer should document these findings in the investigation file to confirm that no obligation to notify Patient under HIPAA is required.    STOP

#3.  Does the Breach involve Unsecured PHI that qualifies as one of the three exceptions under HIPAA
, either because: 

· The Breach was an unintentional acquisition, access or use of PHI by Workforce or other individual acting under the authority of the Covered Entity, or Business Associate, and made in good faith and within the course and scope of employment or other professional relationship, as appropriate, and the PHI is not further acquired, accessed, used, or disclosed by any person (Example: billing employee inadvertently accesses PHI about wrong Patient in the performance of job duties and promptly exits from system)?  

Option A:  If Privacy/Security Officer conducts an investigation and determines that this exclusion does not apply, go to #4.  

Option B:  If Privacy/Security Officer conducts and investigation and determines that this exclusion does apply, the Privacy/Security Officer should document these findings in the investigation file to confirm that no obligation to notify Patient under HIPAA is required.    STOP  

OR

· The Breach was an inadvertent disclosure of PHI by Workforce or other individual acting under the authority of the Covered Entity or a Business Associate to another similarly situated Workforce or individual and the PHI is not further acquired, accessed, used or disclosed by any person (Example: Billing employee receives PHI about a Patient mistakenly sent by a nurse; billing employee notifies nurse of misdirected PHI and deletes same)?  

Option A:  If Privacy/Security Officer conducts an investigation and determines that this exclusion does not apply, go to #4.  

Option B:  If Privacy/Security Officer conducts and investigation and determines that this exclusion does apply, the Privacy/Security Officer should document these findings in the investigation file to confirm that no obligation to notify Patient under HIPAA is required.     STOP 

OR

· The Breach was an inadvertent disclosure of PHI by Workforce or other individual acting under the authority of the Covered Entity or a Business Associate to a third party and there is a good faith belief that the recipient would not have been reasonably able to retain the PHI (Example: EOB sent to wrong Patient and returned by post office, unopened and undeliverable)?  

Option A:  If Privacy/Security Officer conducts an investigation and determines that this exclusion does not apply, go to #4.  

Option B:  If Privacy/Security Officer conducts and investigation and determines that this exclusion does apply, the Privacy/Security Officer should document these findings in the investigation file to confirm that no obligation to notify Patient under HIPAA is required.  STOP    

#4.  Even if the Privacy/Security Officer conducts an investigation under #1 - #3 and determines there is evidence of a Breach involving Unsecured PHI or EPHI, the Breach is presumed unless the Privacy/Security Officer determines that there is a “low probability” that the Unsecured PHI or EPHI has been compromised.
 This evaluation is conducted by the Privacy/Security Officer before making any final determination whether Provider has an obligation to the notify the Patient under HIPAA.  The risk evaluation of “low probability” of compromise turns on an examination of the following four (4) factors:  

· The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-identification;

· The unauthorized person who used the PHI or to whom the disclosure was made;

· Whether the PHI was actually acquired or viewed; and

· The extent to which the risk to the PHI has been mitigated.
  

Examples of “low probability of compromise” include, but are not limited to the following:  

· If Provider misdirects a fax containing PHI to the wrong physician practice, and immediately upon receipt, the receiving physician practice calls the Provider to say it has received the fax in error and is willing to agree, in writing, that it was immediately destroyed and no further access, disclosure or copies occurred; or 

· Breach did not include any of the 16 limited data set identifiers listed in 45 CFR 164.514(e)(2) nor the zip code or date of birth of the Patient; or 

· Breach did not include any de-identified PHI that was at risk of being re-identified; or

· PHI was received and/or used by another Covered Entity or Business Associate covered by HIPAA; or 

· PHI was received and/or used by a Federal Agency obligated to comply with the Privacy Act of 1974 and FISA of 2002; or 

· PHI was received by a third party and returned with evidence that the privacy and security of the PHI was not compromised (e.g., lost laptop that is recovered and subjected to forensic analysis to confirm same; mail sent to an incorrect addressee returned unopened).  
Option A:  If Privacy/Security Officer conducts the risk assessment and determines that the Breach involved Unsecured PHI which represents “low risk” harm to the Patient, the Privacy/Security Officer should document these findings in the investigation file to confirm that no obligation to notify Patient under HIPAA is required.      

Option B:  If Privacy/Security Officer conducts the risk assessment and determines that the Breach involved Unsecured PHI which does not represent “low risk” harm to the Patient, the Privacy/Security Officer should document these findings in the investigation file to confirm that Provider must notify Patient under HIPAA in accordance with instructions set forth under #5 below.
 STOP
#5.  If Privacy/Security Officer conducts an investigation, in addition to a risk assessment, and determines that Provider must notify Patient under HIPAA, the Privacy/Security Officer shall refer to Attachment 12 to these Policies in addition to consulting with legal counsel to confirm any and all Patient, HHS, Attorney General or other notification obligations that apply under HIPAA. 
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Notification Requirements under Indiana Law

For An Unauthorized Access to Personal Information

#1.  Was there an Unauthorized Access?  An Unauthorized Access is defined under Indiana law as the unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of Personal Information maintained by Provider.  This definition also includes any computerized data transferred to another medium (e.g., paper, microfilm, etc.) even if transferred data no longer exist in computerized format.  “Personal information” of customers means:  (1) a social security number that is not Encrypted or Redacted; or (2) an individual’s first and last names, or first initial and last name AND one or more of the following numbers that are not Encrypted or Redacted: (i) driver’s license; (ii) state ID card; or (iii) credit card, financial account or debit card plus the necessary code to access the account.  An Unauthorized Access does not include:  (1) the good faith acquisition of Personal Information by an employee or agent of Provider for lawful purposes; or (2) unauthorized acquisition of a portable electronic device containing Personal Information if the device is Encrypted.   

Examples of an “Unauthorized Access” include, but are not limited to the following:

· Discarding Personal Information or otherwise placing Personal Information in the trash without complying with Provider policies which requires proper shredding or other destruction; or 

· Selling or otherwise disclosing Personal Information regarding an individual Provider Patient for personal or financial gain or other unlawful or malicious purposes.

Option A: If Privacy/Security Officer conducts an investigation and determines there is evidence of an Unauthorized Access, a HIPAA accounting must be completed in accordance with current HIPAA Policy, if applicable.  Additionally, go to #2.  

Option B: If Privacy/Security Officer conducts an investigation and determines there is absolutely no evidence of an Unauthorized Access, the Privacy/Security Officer should document these findings in the investigation file to confirm that no obligation to notify Patient under applicable state law.

#2.  Was the Personal Information Redacted or Encrypted?  Under Indiana law, Personal Information is “Encrypted” if it has been:  (1) transformed through the use of an algorithmic process into a form that has low probability of meaning without use of confidential process or key; or (2) secured by another method that renders the Personal Information unreadable or unusable.  Personal Information is “Redacted” if it only includes the last four (4) digits of a number, or, in the case of a social security number, the last five (5) digits.
Option A: If Privacy/Security Officer conducts an investigation and determines there is evidence of an Unauthorized Access to Personal Information that was not Redacted or Encrypted, go to #3.  

Option B:  If Privacy/Security Officer conducts an investigation and determines that the Personal Information was Redacted or Encrypted, the Privacy/Security Officer should document these findings in the investigation file to confirm that Patient notification under applicable state law is not required.    
#3.
If Privacy/Security Officer conducts an investigation, and determines that Provider must notify Patients under applicable state law, the Privacy/Security Officer shall consult with legal counsel to confirm any and all Patient, Attorney General, or other notification obligations that apply.
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HIPAA and State Law REQUIREMENTS GOVERNING PATIENT NOTIFICATIONS in the Case of a HIPAA Breach or Other Unauthorized ACCESS TO Personal Information GOVERNED BY STATE LAW

I.
HIPAA

The following is a summary of the HIPAA notification obligations that are mandated in the event of a Breach involving Unsecured PHI.  

Notification to Individuals

Under HIPAA, Provider is required to notify individuals whose unsecured PHI has been, or is reasonably believed to have been, accessed, acquired, or disclosed as a result of a security breach.  Notification of the Breach must be made without unreasonable delay, but no later than sixty (60) calendar days after discovery of the Breach.  A Breach shall be treated as discovered by Provider as of the first day such Breach is known to Provider, or by exercising reasonable diligence, would have been known to Provider.

Notification to the Media

If a Breach involves PHI of more than five hundred (500) individuals in a state, Provider must give notice of the Breach to prominent media outlets, such as a major television station or newspaper.  Notification of the Breach must be made without unreasonable delay, but no later than sixty (60) calendar days after discovery of the Breach.

Notification to the Secretary of HHS

For Breaches involving five hundred (500) or more individuals, Provider shall provide notification to the Secretary of HHS concurrently with its notification to individuals, without unreasonable delay, and no later than sixty (60) calendar days after discovery of the Breach.  Such reporting shall be made in the manner specified on the HHS website at:  http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html.  If fewer than five hundred (500) individuals are affected, Provider must maintain a log or other documentation of such Breaches, and not later than sixty (60) days after the end of the calendar year, provide such information to the Secretary of HHS in accordance with the manner specified on the HHS website at: 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html.

Notice Requirements

All Notices must include, if possible, the following information:

· A brief description of what happened, including the dates of the Breach and the date of the discovery of the Breach;

· A description of the types of unsecured PHI that were involved in the Breach;

· Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

· A brief description of what Provider is doing to investigate the Breach, to mitigate losses, and protect against further Breaches; and

· Contact procedures, including toll-free telephone number, e-mail address, web site, or postal address, for individuals to ask questions or learn additional information.

The Notice to individuals must be:

· In writing to individual by mail (or e-mail, if individual agrees to electronic notice); 

· Sent to last known address of individual; and 

· If insufficient or out-of-date contact information is available, Provider must give notice in substitute form, such as a posting on the Provider website, or notice in major print or broadcast media.

II. State Law

The following is a summary of the Indiana law notification obligations that are mandated in the event of an Unauthorized Access to Personal Information.  

Under Indiana law, upon notice or discovery of any Unauthorized Access of Personal Information Breach, Provider must notify all Indiana Patients whose Personal Information was or may haven the subject of the Unauthorized Access without unreasonable delay.  Any Unauthorized Access involving more than 1,000 Indiana Patients also requires disclosure to each consumer credit reporting agency (as defined in 15 U.S.C. 1681a(p)), of the information necessary to assist the consumer reporting agency in preventing fraud.  In addition, Provider is required to report the Unauthorized Access to the Indiana Attorney General’s office.

Under Indiana law, Provider must provide notice of the Unauthorized Access to the affected individuals using one (1) of the following methods: (1) mail; (2) telephone; (3) facsimile (fax); or (4) electronic mail. If the Unauthorized Access involves more than five hundred thousand (500,000) Indiana Patients, or if Provider determines that the cost of the disclosure will be more than $250,000, Provider may elect to make the notification by using both of the following methods:  (1) conspicuous posting of the notice on the Provider website; and (2) notice to major news reporting media in the geographic area where Indiana Patients affected by the Unauthorized Access reside.
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Contingency Plan

Center for Hospice Care ("Provider")

Attachment 15

Minimum Necessary Standards

[___________] has designated the following categories of employees, staff, volunteers, and independent contractors who may have Access to certain PHI of certain individuals for whom the particular individual is authorized to perform a particular function or activity that is pertinent to the individual's Treatment, Payment, or certain other related Health Care Operations of [__________], as follows: 

	Role 

(By Position or Job Description)
	Entire Patient Record
	Patient Name,

Demographics,

Scheduling

Information
	Billing, Insurance and Financial

Information
	Diagnosis, Service and Procedure Information

	 
	 
	
	
	

	 
	 
	
	
	

	 
	 
	
	
	

	 
	 
	
	
	

	 
	 
	
	
	

	 
	
	 
	 
	 

	 
	 
	
	
	

	 
	 
	
	
	

	 
	
	 
	 
	 

	Other (Specify)
	
	
	
	

	Other (Specify)
	
	
	
	

	Other (Specify)
	
	
	
	

	Other (Specify)
	
	
	
	

	Other (Specify)
	
	
	
	

	Other (Specify)
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Request To Restrict PHI Uses Or Disclosures Form

I hereby authorize Provider to acknowledge that I am a Patient at Center for Hospice Care, but I ask that no other information is provided to individuals who inquire about my health status, my telephone number, or other personal information.  Instead, I ask that the Provider request the inquiring individual’s full name and contact information and provide it to me with the understanding that I will respond to the individual’s inquiry if I so choose.  Additionally, I ask the Provider to honor the following restrictions regarding the use or disclosure of my protected health information (“PHI”):    

(Please check only those boxes that apply and describe the nature of the requested restriction; use extra pages if necessary; cross out any boxes that do not apply at this time):

_____
Please do not disclose any PHI to my health benefits plan related to the services and dates of service designated below on the condition that I agree to pay for all such services, in full, on the date of service:    

Description of Service: 
______________________________________


Date(s) of Service: 

______________________________________


Note:
This request may be approved only in accordance with health benefit plan requirements.   

To be completed by Privacy Officer: 
_____
Accepted
_____
Denied

_____
Please do not disclose any of my PHI to any of the following individuals without my prior express written authorization:    

	

	

	

	


To be completed by Privacy Officer: 
_____
Accepted
_____
Denied

_____
Please do not contact the following "next of kin" listed on my Patient Information Form with any PHI or other information regarding my health status or treatment, except in the case of an emergency: 

	

	

	


To be completed by Privacy Officer: 
_____
Accepted
_____
Denied

_____
Please provide me with communications of protected health information only by the following means or at the following locations:

	

	

	


To be completed by Privacy Officer: 
_____
Accepted
_____
Denied

_____
Other Request as Specified:

	

	

	


To be completed by Privacy Officer: 
_____
Accepted
_____
Denied

________________________________________________________________

Patient or Personal Representative* Signature, Printed Name, Date Completed

(*)  If signed by Personal Representative, state relationship to Patient: _________________

________________________________________________________________

Privacy Officer's Signature, Printed Name, Date Completed

ORIGINAL:
In Patient Record Under Privacy Tab

COPY:

To Patient or Personal Representative

Center for Hospice Care ("Provider")

Attachment 17

[PRINT ON LETTERHEAD]

PROVIDER LETTER TO ATTORNEY IN RESPONSE TO SUBPOENA

Name, 

Address, 

City, State Zip

Dear ________________:

[________________________] (the “Provider”) has received the enclosed subpoena (or discovery request) from you (your law firm).  The Subpoena (or discovery request) seeks a copy of the medical records of [________________] in the named litigation.  Based upon our review of the Subpoena (or discovery request), it appears that the Patient and his (her) attorney have not received a copy of this Subpoena (or discovery request).  

In order to properly respond to this Subpoena (or discovery request), I am writing to request that you (your law firm) provide me with an original signed copy of the enclosed Authorization Form that has been properly executed by the Patient (or Personal Representative) to release the requested medical records, or alternatively, a letter, on or before the due date that the Provider is to respond to the Subpoena, that assures me either that:

1. You (your law firm) have made reasonable efforts to ensure that the Patient has been given notice of the Subpoena (or discovery request), and encloses accompanying documentation demonstrating that:  (i) you (your law firm) have made a good faith attempt to provide written notice to the Patient; (ii) the notice included sufficient information about the litigation to permit the Patient to raise an objection; and (iii) the time for the individual to raise objections has passed, and no objections were filed or the court resolved such objections against the Patient; OR

2. You (your law firm) have made reasonable efforts to secure a qualified protective order, and encloses accompanying documentation demonstrating that: (i) the parties to the dispute have agreed to a qualified protective order and have presented it to the court or tribunal; or (ii) you (your law firm) have requested a qualified protective order from the court or tribunal.  A “qualified protective order” is a court or tribunal order, or stipulation of the parties, that prohibits the parties from Using or Disclosing the PHI for any purpose other than the litigation or proceeding and that requires the return to the Provider or the destruction of the PHI at the end.  

If you (your law firm) do not provide the Provider with any such “satisfactory assurance” within the time period noted, the Provider will determine whether to respond to the Subpoena (or discovery request), but only after we have made reasonable efforts to provide notice to the Patient or seeks a qualified protective order.   Please note that to the extent the Patient’s medical records contain any Mental Health Records, Drug and Alcohol Treatment Records, or Communicable Disease Records, no such records shall be released in response to this Subpoena absent a legally valid and executed Patient Authorization Form or an order from a court of competent jurisdiction.  

Thank you in advance for your assistance.  We look forward to hearing from you at your earliest convenience.








Very truly yours,

Enclosures (Subpoena; Patient Authorization Form) 

cc: Patient (w/ encl.)
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Authorization For PHI Use/Disclosure Form

Patient Name: __________________ Date of Birth: _____ Health Record No. _______

Patient Address: ______________________________________________________

By signing below, I hereby authorize the use or disclosure of the above-named Patient's  individually identifiable and protected health information ("PHI") by the above-named Provider for the specific purpose(s) stated below [which do not relate to the day-to-day  functions performed by the Provider with regard to my Treatment, Payment and certain Health Care Operations and are not otherwise required or permitted by law]:

FULL NAME OF PROVIDER

Person/Entity to Receive PHI 

(Complete Only If Provider Is To Disclose PHI): 

Person/Entity______________________________

Address __________________________________

City, State Zip _____________________________\

Instructions: Patient To "X", Date And Initial All Applicable Sections Before Signing.

(1) The type and amount of my PHI to be used or disclosed by the Provider is as follows, subject to any content or time limits listed below:

_____
Entire Patient Record (or specify below)

_____
Medication List  



_____ Allergy List



_____ Immunization Record 


_____
Lab Result(s)



_____
Treating/Consulting Physician Reports
_____ Most Recent H&P


_____ Most Recent Discharge Summary
_____
Lab Result(s) 


_____
X-ray and Imaging Report


_____
Other


State the particular purpose(s) and any Patient-imposed  limitation(s) or expiration date, event or condition(s) or "None," here:


__________________________________________________________________

(2)
If my PHI contains information regarding a communicable disease, [including but not limited to acquired immunodeficiency syndrome (AIDS) or human immunodeficiency virus (HIV)], mental health psychotherapy services, treatment for alcohol or other drug abuse, or genetic testing information ("Special PHI"), then I hereby authorize the following Special PHI to be disclosed to the above-named Person/Entity for the following purpose(s) [Patient to check, date,  initial and state purpose only if  applicable]:








Purpose(s) of Disclosure to Person/Entity

_____
Communicable Disease(s)

___________________________________


(Please specify)


___________________________________

_____
Mental Health Services

___________________________________

_____Alcohol or other Drug Treatment
___________________________________

_____
Genetic Testing Information
___________________________________

(3)
I understand that if I do not specify an expiration date, event or condition in (1) above, this Authorization will expire in sixty (60) days (or in the case of PHI concerning mental health services, one hundred and eighty (180) days) from the date this Authorization is signed by the above-listed Patient.

(4)
I understand that the PHI used or disclosed may be subject to redisclosure by the Person/Entity receiving it and no longer protected.  

(5)
I understand that my signature on this Authorization is voluntary and my refusal to sign will not affect my ability to receive treatment from the Provider.  I understand that I have a right to revoke this Authorization at any time, in a letter addressed to the Provider at the above-listed Provider address, but the revocation will not apply (1) to PHI that has already been released in reliance on this Authorization, or (2) to PHI created by the Provider expressly for disclosure to the above-listed Person/Entity.  

(6)
I understand that if I have any questions regarding the use or disclosure of my PHI, I can contact ___________________________________ at any time

____________________________________________________

Patient or Personal Representative* Signature

Date
(*)  If signed by Personal Representative, state relationship to Patient: ______________________
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Attachment 19

IMPORTANT NOTICE TO OUR PATIENTS 

As required by HIPAA, all Patients who receive health care services in our office must: 

· Receive or at least be offered the attached "Notice of Privacy Practices" Form; and

· Sign the "Acknowledgement" Form below and return it to our front desk for our records.  

Please note that the attached Notice is not a consent form that must be read in full and signed before treatment can be provided; rather, the Notice provides our Patients with a summary description of (1) how our office will use and disclose medical and billing information for legitimate business purposes, and (2) how our Patients can exercise their rights with regard to this medical information.  These notices are similar to the ones that the general public received from their banks and other financial institutions last year.  

Please Sign the Acknowledgement Form below and return it to our front desk for our records.  

Thank you very much.  

ACKNOWLEDGMENT FORM

I hereby acknowledge that I have received (or was at lease offered) a current copy of Provider’s Privacy Notice.  

Patient or Personal Representative* Signature





Date
(*)  If signed by Personal Representative, please state your relationship to Patient: 

________________________________________________________________ 
Center for Hospice Care ("Provider")

Attachment 19

IMPORTANT NOTICE TO OUR PATIENTS 

Privacy Notice

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.   PLEASE REVIEW IT CAREFULLY.

I. Our Pledge To You.  Your health information -- which means any written or oral information that we create or receive that describes your health condition, treatment or payments -- is personal.  Therefore, the Practice pledges to protect your health information as required by law.  We give you this Privacy Notice to tell you (1) how we will use and disclose your "protected" health information, or "PHI" and (2) how you can exercise certain individual rights related to your PHI as a Patient of our practice.  Please note that if any of your PHI qualifies as mental health records, alcohol and drug treatment records, communicable disease records or genetic test records, we will safeguard these records as "Special PHI" which will be disclosed only with your prior express written authorization, pursuant to a valid court order or as otherwise required by law.  We are required by law to maintain the privacy of your PHI and to provide you with this notice of our legal duties and privacy practices.  
II. How We Will Use And Disclose Your PHI 

A. To Provide Treatment.  We may use and disclose your PHI to provide, coordinate, or manage your health care and any related services. This includes the management or coordination of your health status and care with another health care Provider.  For example, we may disclose your PHI to a pharmacy to fill a prescription, or to a laboratory to order a blood test. We may also disclose your PHI to another physician who may be treating you or consulting with us regarding your care. 

B. To Obtain Payment.  We may also use and disclose your PHI, as needed, to obtain payment for services that we provide to you.  This may include certain communications to your health insurer or health plan to confirm (1) your eligibility for health benefits, (2) the medical necessity of a particular service or procedure, or (3) any prior authorization or utilization review requirements.  We may also disclose your PHI to another Provider involved in your care for the other Provider's payment activities. For example, this may include disclosure of demographic information to another physician practice that is involved in your care, or to a hospital where you were recently hospitalized, for payment purposes.  

C. To Perform Health Care Operations.  We may also use or disclose your PHI, as necessary, to carry on our day-to-day health care operations, and to provide quality care to all of our Patients, but only on a "need to know" basis. These health care operations may include such activities as: quality improvement; physician and employee reviews; health professional training programs, including those in which students, trainees, or practitioners in health care learn under supervision; accreditation; certification; licensing or credentialing activities; compliance reviews and audits; defending a legal or administrative claim; business management development; and other administrative activities.  In certain situations, we may also disclose you PHI to another health care Provider or health plan to conduct their own particular health care operation requirements.

D. To Contact You.  To support our treatment, payment and health care operations, we may also contact you at home, either by telephone or mail, from time to time (1) to remind you of an upcoming appointment date or (2) to ask you to return a call to the Practice unless you ask us, in writing, to use alternative means to communicate with you regarding these matters.  We may also contact you by telephone to inform you of specific test results or treatment plans, but only with your prior written authorization.    

E. To Be In Contact With Your Family or Friends.  Additionally, we may also disclose certain of your PHI to your family member or other relative, a close personal friend, or any other person specified by you from time to time, but only if the PHI is directly related (1) to the person's involvement in your treatment or related payments, or (2) to notify the person of your physical location or a sudden change in your condition, while receiving treatment at our office.  Although you have a right to request reasonable restrictions on these disclosures, we will only be able to grant those restrictions that are reasonable and not too difficult to administer, none of which would apply in the case of an emergency.     

F. To Conduct Research.  Under certain circumstances, we may use and disclose certain of your PHI for research purposes, but only if the research is subject to special approval procedures and the necessary rules governing uses and disclosures are agreed to by the researchers.  For example, a research project may compare two different medications used to treat a particular condition in two different groups of Patients by comparing the Patients' health and recovery in one group with the second group.  Any other research will require your written authorization.

G. According to Laws That Require or Permit Disclosure.  We may disclose your PHI when we are required or permitted to do so by any federal, state or local law, as follows:
1. When There Are Risks to Public Health.  We may disclose your PHI to (1) report disease, injury or disability; (2) report vital events such as births and deaths; (3) conduct public health activities; (4) collect and track FDA-related events and defects; (5) notify appropriate persons regarding communicable disease concerns; or (6) inform employers about particular workforce issues.
2. To Report Suspected Abuse, Neglect Or Domestic Violence.  We may notify government authorities if we believe that a Patient is the victim of abuse, neglect or domestic violence, but only when specifically required or authorized by law or when the Patient agrees to the disclosure.

3. To Conduct Health Oversight Activities. We may disclose your PHI to a health oversight agency for activities including audits; civil, administrative, or criminal investigations, proceedings, or actions; inspections; licensure or disciplinary actions; or other activities necessary for appropriate oversight, but we will not disclose your PHI if you are the subject of an investigation and your PHI is not directly related to your receipt of health care or public benefits.

4. In Connection With Judicial and Administrative Proceedings.  We may disclose your PHI in the course of any judicial or administrative proceeding in response to an order of a court or administrative tribunal.  In certain circumstances, we may disclose your PHI in response to a subpoena if we receive satisfactory assurances that you have been notified of the request or that an effort was made to secure a protective order.

5. For Law Enforcement Purposes. We may disclose your PHI to a law enforcement official to, among other things, (1) report certain types of wounds or physical injuries, (2) identify or locate certain individuals, (3) report limited information if you are the victim of a crime or if your health care was the result of criminal activity, but only to the extent required or permitted by law.

6. To Coroners, Funeral Directors, and for Organ Donation.  We may disclose PHI to a coroner or medical examiner for identification purposes, to determine cause of death or for the coroner or medical examiner to perform other duties.  We may also disclose PHI to a funeral director in order to permit the funeral director to carry out their duties.  PHI may also be disclosed for organ, eye or tissue donation purposes.

7. In the Event of a Serious Threat to Health or Safety, or For Specific Government Functions. We may, consistent with applicable law and ethical standards of conduct, use or disclose your PHI if we believe, in good faith, that such use or disclosure is necessary to prevent or lessen a serious and imminent threat to your health or safety or to the health and safety of the public, or for certain other specified government functions permitted by law.  

8. For Worker’s Compensation. We may disclose your PHI to comply with worker‘s compensation laws or similar programs.

9. To Conduct Fundraising.  Under certain circumstances, we may use and disclose certain of your PHI to communicate with you and conduct fundraising activities on our behalf, but only when permitted by HIPAA.  Please note that you always have the right to "opt out" of receiving any future fundraising communications and any such decision will have no impact on your treatment or payment for services.

10. To Communicate With You Regarding Your Treatment.  We may also communicate information to you, from time to time, that may encourage you to use or purchase a particular product or service, but only as it relates to your treatment and only when permitted by HIPAA.

H. With Your Prior Express Written Authorization.  Other than as stated above, we will not disclose your PHI, or more importantly, your Special PHI, without first obtaining your express written authorization.  We will not use or disclose your PHI in any of the following situations without your written authorization:

1. Uses and disclosures of Special PHI (if recorded by us in the medical record) except to carry out your treatment, payment or health care operations, to the extent permitted or required by law; 

2. Uses and disclosures of PHI to conduct certain marketing activities that may encourage you to use or purchase a particular product or service for which HIPAA requires your prior express written authorization;  

3. Disclosures of PHI that constitutes a sale of your PHI under HIPAA; 

4. Uses and disclosures of certain PHI for fundraising purposes that are not otherwise permitted by HIPAA; 

5. Psychotherapy notes; and

6. Other uses and disclosures not described in this Notice

III. Your Individual Rights Concerning Your PHI  

A. The Right to Request Restrictions on How We Use and Disclose Your PHI.  You may ask us not to use or disclose certain parts of your PHI but only if the request is reasonable.    For example, if you pay for a particular service in full, out-of-pocket, on the date of service, you may ask us not to disclose any related PHI to your health plan.  You may also ask us not to disclose your PHI to certain family members or friends who may be involved in your care or for other notification purposes described in this Privacy Notice, or how you would us to communicate with you regarding upcoming appointments, treatment alternatives and the like by contacting you at a telephone number or address other than at home. Please note that we are only required to agree to those restrictions that are reasonable and which are not too difficult for us to administer.  We will notify you if we deny any part of your request, but if we are able to agree to a particular restriction, we will communicate and comply with your request, except in the case of an emergency. Under certain circumstances, we may choose to terminate our agreement to a restriction if it becomes too burdensome to carry out.  Finally, please note that it is your obligation to notify us if you wish to change or update these restrictions after your visit by contacting the Privacy Officer directly.

B. The Right to Opt Out of Fundraising.  We may use or disclose your name, address, telephone number or e-mail information, age, date of birth, gender, health insurance status, dates of service, department of service information, treating physician information or outcome information, to a business associate or institutionally related foundation, for the purpose of raising money for our benefit.  Although we may contact you to raise funds for us, you have the right to opt out of receiving future fundraising communications, and your decision will have no impact on your treatment or payment for services by us.

C. The Right to Receive Confidential Communications of PHI.  You may request to receive communications of PHI from us by alternative means or at alternative locations, and we will work with you to reasonably accommodate your request. For example, if you prefer to receive communications of PHI from us only at a certain address, phone number or other method, you may request such a method.

D. The Right to Inspect and Copy Your PHI.  You may inspect and obtain a copy of your PHI that we have created or received as we provide your treatment or obtain payment for your treatment.   A copy may be made available to you either in paper or electronic format if we use an electronic health format.  Under federal law, however, you may not inspect or copy the following records:  psychotherapy notes; information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding; and PHI that is subject to a law prohibiting access.  Depending on the circumstances, you may have the right to request a second review if our Privacy Officer denies your request to access your PHI.  Please note that you may not inspect or copy your PHI if your physician believes that the access requested is likely to endanger your life or safety or that of another person, or if it is likely to cause substantial harm to another person referenced within the information. As before, you have the right to request a second review of this decision.  To inspect and copy your PHI, you must submit a written request to the Privacy Officer.  We may charge you a fee for the reasonable costs that we incur in processing your request.

E. The Right to Request Amendments To Your PHI. You may request that your PHI be amended so long as it is a part of our official Patient Record.  All such requests must be in writing and directed to our Privacy Officer.  In certain cases, we may deny your request for an amendment. If we deny your request for amendment, you have the right to file a statement of disagreement with us and we may respond to your statement in writing and provide you with a copy.  

F. The Right to Receive an Accounting of Disclosures of PHI. You have the right to request an accounting of those disclosures of your PHI that we have made for reasons other than those for treatment, payment and health care operations, which are specified in Section II (A-C) above.  The accounting is not required to report PHI disclosures (1) to those  family, friends and other persons involved in your treatment or payment, (2) that you otherwise requested in writing, (3) that you agreed to by signing an authorization form, or (4) that we are otherwise required or permitted to make by law.  As before, your request must be made in writing to our Privacy Officer.  The request should specify the time period, but please note that we are not required to provide an accounting for disclosures that take place prior to April 14, 2003. Accounting requests may not be made for periods of time in excess of six years.  We will provide the first accounting you request during any 12-month period without charge. Subsequent accounting requests may be subject to a reasonable cost-based fee.  

G. The Right to Receive Notice of a Breach.  You have the right to receive written notice in the event we learn of any unauthorized acquisition, use or disclosure of your PHI that was not otherwise properly secured as required by HIPAA.  We will notify you of the breach as soon as possible but no later than sixty (60) days after the breach has been discovered.  

H. The Right to File A Complaint.  You have the right to contact our Privacy Officer at any time if you have questions, comments or complaints about our privacy practices or if you believe we have violated your privacy rights.  You also have the right to contact our Privacy Officer or the Department of Health and Human Services’ Office for Civil Rights in Baltimore, Maryland regarding these privacy matters, particularly if you do not believe that we have been responsive to your concerns.  We urge you to contact our Privacy Officer if you have any questions, comments or complaints, either in writing or by telephone as follows: 

	Center for Hospice Care 

111 Sunnybrook Court
South Bend IN  46637
ATTN: Privacy Officer




Please note that we will not take any action, or otherwise retaliate, against you in any way as a result of your communications to the Practice or to the Department of Health and Human Services’ Office for Civil Rights.  As always, please feel free contact us.  We look forward to serving you as a Patient. 

I. Your Right to Revoke Authorization. Any other uses and disclosures not described in this Notice will be made only with your written authorization. Please note that you may revoke your authorization in writing at any time except to the extent that we have taken action in reliance upon the authorization.  
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Documentation Of Good Faith Efforts

Patient Name ______________________
Date ____________________

The above Patient came to [_______________] for services on the above date.  The Patient (or Personal Representative) received a current copy of [__________________] Privacy Notice on or before the visit.  

A good faith effort was made by [_______________] personnel to obtain the Patient (or Personal Representative) signature on the Acknowledgement Form; however no signature was obtained because: 


_____
Patient refused to sign.


_____
Patient was unable to sign or initial because:


____________________________________________________________


____________________________________________________________

_____
There was a medical emergency ([_________________] will attempt to obtain acknowledgment at the next available opportunity).


_____
Other reason(s), described below:



____________________________________________________________


____________________________________________________________



____________________________________________________________



____________________________________________________________



____________________________________________________________

Signature of [___________] staff member completing form: 

_____________________________________

ORIGINAL:
Patient Record Under Privacy Tab
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Patient Request To Access PHI Form

	Name:
	_________________________________

	
	

	Date of Request:
	_________________________________

	
	

	Date of Birth:
	_________________________________

	
	

	Method of Request:
	(circle one)  Written  /  Verbal*________

	
	

	Description of Protected Health Information Requested:

	

	______________________________________________________________________________

	

	______________________________________________________________________________

	


1. This request will terminate sixty (60) days after the date listed below or upon the occurrence of _____________________, whichever occurs first.

2. I understand that [____________] may deny my request if it is permitted to do so by state and federal law.

3. I agree that the [____________] may provide a summary of the information requested instead of copies of the actual records.  I agree to pay [___________] all reasonable fees incurred in preparing the summary and providing it to me.

4. I request that the information is delivered to me in (circle one): printed copy / e-mail /       other electronic format (specify):___________________________.  

	___________________________________

Patient (or Personal Representative*) Signature

___________________________________

Printed Name

If signed by Personal Representative, state relationship to Patient: _____________________________________

 
	_____________________________

Date




(*)  If the Patient requests protected health information verbally rather than in writing, the request will be documented in the Patient’s medical record.

ORIGINAL:
In Patient Record Under Privacy Tab

COPY:

To Patient (or Personal Representative)

Center for Hospice Care ("Provider")

Attachment 21

Patient Request To Access PHI Form

PART B

Decision Regarding Patient Request To Access PHI

Name and address of Patient:

	

	

	

	


Within thirty (30) days following Provider’s receipt of the Patient’s request for PHI, the Provider must approve or deny the Patient’s request, complete this Form, and produce the PHI to Patient, or alternatively, to notify the Patient whether the request has been denied,.  Provider  may obtain a thirty (30) day extension in responding but only after notifying Patient of the reasons for the extension, in writing. If Patient access is denied, the Provider must provide the Patient with a timely, written explanation.

On ______________, 20__, you requested access to inspect and/or copy certain protected health information or "PHI" about you.

Your request was (circle one) written / verbal. If you requested protected health information verbally rather than in writing, the request will be documented in your medical record.

You requested that the protected health information be delivered in (choose one):

____
Printed Copy


____
Email

____
Other electronic format (specify):_____________________________

Access to the following protected health information is:

_____
Approved (subject to any limitations described here): 

______________________________________________________________________________________________________________________

_____
Denied (subject to any limitation described here): 

__________________________________________________________________________________________________________

The basis for any denial described above is as follows: 

 FORMCHECKBOX 
     The request is for Psychotherapy Notes.  (Unreviewable)

 FORMCHECKBOX 

The information that is the subject of the request was created in anticipation of, or for use in a civil, criminal or administrative proceeding.  (Unreviewable) 

 FORMCHECKBOX 

The request is by an inmate of a correctional institution and obtaining a copy of such information would jeopardize the health, safety, security, custody, or rehabilitation of the inmate or other inmates, or the safety of an officer, employee, or other person at the correctional institution or person responsible for the inmate’s transportation. (Unreviewable)

 FORMCHECKBOX 
   The information that is the subject of the request is subject to ongoing research, provided that the individual has agreed to the denial of access when consenting to participate in the research that includes treatment, and the individual is informed that the right of access will be reinstated upon completion of the research. (Unreviewable)

 FORMCHECKBOX 
   An individual's access may be denied if the protected health information was obtained from someone other than a health care provider under a promise of confidentiality and the access requested would be reasonably likely to reveal the source of the information. (Unreviewable)

 FORMCHECKBOX 

A licensed health care professional has determined, upon advice by a physician, and in the exercise of professional judgment, that the access requested is reasonably likely to endanger the life or physical safety or yourself or another person.  (Reviewable)

 FORMCHECKBOX 

The information makes reference to another person, who is not a health care provider, and a licensed health care professional has determined, upon advice by a physician, and in the exercise of professional judgment, that the access requested is reasonably likely to cause substantial harm to such other person. (Reviewable)

 FORMCHECKBOX 

The request for access was made by the Patient's personal representative and a licensed health care professional has determined, upon advice by a physician, and in the exercise of professional judgment, that the provision of access to such personal representative is reasonably likely to cause substantial harm to the individual or another person. (Reviewable)

 FORMCHECKBOX 

Other (Describe and state whether Reviewable or not): 

If access is denied on a ground identified above as “Reviewable,” you have the right to have the denial reviewed by a physician  of [______________] who is designated by [______________] to act as the reviewing official, and who did not participate in the original decision to deny access.  To have the above denial reviewed, please contact the Privacy Officer, in writing, at the following address: 

[______________________]

Attention: Privacy Officer

__________________________

__________________________

As stated in our Privacy Notice, you have the right to contact our Privacy Officer at any time if you wish to file a complaint about our privacy policies and procedures or if you believe we have violated your privacy rights.  You also have the right to contact the Department of Health and Human Services in Baltimore, Maryland regarding these matters, particularly if you do not believe that we have properly responded to your request.  The contact information, both for our Privacy Officer and the Secretary, is as follows:

[___________________], Privacy Officer
   Privacy Complaints

_________________


      
   P.O. Box 8050

_________________



   U.S. Dept. of Health and Human Services

(___) ___ - ____



   Centers for Medicare & Medicaid Services







   7500 Security Boulevard







   Baltimore, Maryland 21244-1850

___________________________________

Date

_______________________________________________

Signature of Authorized Official 

ORIGINAL:
Patient (or Personal Representative)

COPY:

Patient Record Under Privacy Tab

Center for Hospice Care ("Provider")
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Patient Request To Access PHI Form

PART C

Decision By [___________]Officer When Denial Of Access Is Reviewed

Name and address of Patient:

	

	

	

	


Dear ________________:

On _____________, 20__, you requested review of [_____________]’s denial of access to your protected health information or "PHI."

[____________]’s reason for denying your request was [state the reason].
Your request for review was referred to [insert name of the Officer who conducted the review] on ___________, 20__.  Please note that this individual did not participate in the original decision to deny access. 

At this time, I am writing to notify you that [insert name of the Officer who conducted the review] has upheld/reversed the initial denial of access.

[If the denial was reversed, include the following paragraph] Please contact ________________ who will arrange for your requested access to occur.

Very truly yours,

________________________________


Authorized Official

ORIGINAL:
Patient (or Personal Representative)

COPY:

Patient Record Under Privacy Tab

KD_5343440_1.doc
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Patient Request To Amend PHI Form

	Name:
	_________________________________

	
	

	Social Security Number:
	_________________________________

	
	

	Date of Birth:
	_________________________________

	
	

	
	

	Description of Protected Health Information Amendment Requested:

	

	____________________________________________________________________________

	

	____________________________________________________________________________

	

	____________________________________________________________________________

	

	____________________________________________________________________________

	


I understand that [_______________] may deny my request if it is permitted to do so by state and federal law.

	___________________________________

Patient (or Personal Representative*) Signature

___________________________________

Printed Name

If signed by Personal Representative, state relationship to Patient: ___________________________________________
	________________________

Date




ORIGINAL:
In Patient Record Under Privacy Tab

COPY:

To Patient (or Personal Representative)

Center for Hospice Care ("Provider")

Attachment 22

Patient Request To Amend PHI Form

Decision Regarding Patient Request To Amend PHI

Name and address of Patient:
______________________________

______________________________

______________________________

______________________________

On ___________, 20__, you requested an amendment of protected health information or "PHI" about you.

The requested amendment is:

_____
Approved (subject to any limitations described here): 

______________________________________________________________________________________________________________________________

_____
Denied (subject to any limitation described here):

______________________________________________________________________________________________________________________________

The basis for any denial described above is because the PHI that is the subject of the request:  

 FORMCHECKBOX 

Was not created by [___________]and the originator of the PHI is available to act on your request. 

 FORMCHECKBOX 

Is not a part of the record maintained, collected, used or disseminated by or for [___________] that qualifies as part of the Patient Record.   

 FORMCHECKBOX 

Is not a record that would be available for inspection by you.

 FORMCHECKBOX 

Is accurate and complete.  

You have the right to submit a written statement disagreeing with this denial.  If you want to file such a statement, it should (a) be typed or handwritten in blue or black ink; (b) not be longer than 200 words; and (c) be submitted to [____________]’s Privacy Officer, either by mail or in person.  We may prepare a rebuttal to statement of disagreement and if we do, we will furnish a copy to you.

If you do not want to submit a statement of disagreement, you may request that we provide your request to amendment and our denial with any future disclosures by us of the PHI that is the subject of the amendment.  If you want to make that request, it should be submitted to the [____________]'s Privacy Officer, in writing.  

As stated in our Privacy Notice, you have the right to contact our Privacy Officer at any time if you wish to file a complaint about our privacy policies and procedures or if you believe we have violated your privacy rights.  You also have the right to contact the Department of Health and Human Services in Baltimore, Maryland regarding these matters, particularly if you do not believe that we have properly responded to your request.  The contact information, both for our Privacy Officer and the Secretary, is as follows:

[_______________], Privacy Officer
Privacy Complaints

_________________________
P.O. Box 8050

_________________________
U.S. Dept. of Health and Human Services

(___) ___-____
Centers for Medicare & Medicaid Services


7500 Security Boulevard, Baltimore, Maryland 21244-1850

_____________
_______________________________________________


Date 
Signature of Authorized Official 
ORIGINAL:
To Patient (or Personal Representative)

COPY:

To Patient Record Under Privacy Tab
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Patient Request For Accounting Of

PHI Disclosures Form

	Name of Patient:
	_________________________________

	
	

	Social Security Number:
	_________________________________

	
	

	Date of Birth:
	_________________________________

	
	


I hereby request an accurate and complete accounting of any and all Disclosures of my protected health information, or "PHI" that has been made by [____________] during the past six (6) years.  I understand that [____________ ] is not obligated to account for any Disclosures (a) to carry out Treatment, Payment or Health Care Operations; (b) to me or my Personal Representative; (c) pursuant to an Authorization executed by me or my Personal Representative: (d) to persons involved in my care or other notification procedures; (e) for national security or intelligence purposes; (e) to correctional institutions or law enforcement officials; (f) as part of a limited data set; or (g) that occurred prior to April 14, 2003, the compliance date for the HIPAA Privacy Regulations.

	___________________________________

Patient (or Personal Representative*) Signature

___________________________________

Printed Name

If signed by Personal Representative, state relationship to 

Patient: ___________________________________________


	__________________

Date




Center for Hospice Care ("Provider")
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Accounting Of PHI Disclosures Report Form
INSTRUCTIONS:  List only those PHI Disclosures made by Provider in the six (6) years prior to the date on which the accounting is requested, except for Disclosures (a) to carry out Treatment, Payment and Health Care Operations; (b) to the Patient that is the subject of the PHI; (c) pursuant to an Authorization executed by the Patient; (d) to persons involved in the Patient's care or other notification purposes; (d) for national security or intelligence purposes; (e) to correctional institutions or law enforcement officials; (f) as part of a limited date set; or (g) that occurred prior to June 6, 2011.

Patient's Name and Address:                                        Patient Number: ______________

_____________________________

_____________________________

_____________________________

	Date of Disclosure
	Name and Address (if known) of Person/Entity Receiving the Disclosure
	Brief Description of

Information Disclosed
	Brief Statement of

Purpose of Disclosure
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BUSINESS ASSOCIATE ROSTER 

Business Associate defined.  (45 C.F.R. § 160.103).  A person or entity, not otherwise a part of the Covered Entity’s workforce, that performs or assists in the performance of: (a) a function or activity that involves the creation, use or disclosure of certain protected “individually identifiable health information” or PHI by or on behalf of the Covered Entity (i.e., claims processing or administration, data analysis, utilization review, quality review, quality assurance, billing, benefit management, practice management, and re-pricing); or (b) legal, actuarial, accounting, consulting, data aggregation, administrative, management, accreditation or financial services to, or for, the Covered Entity, or to an Organized Health Care Arrangement, that involves the creation, use or disclosure of PHI received from the Covered Entity or another business associate of the Covered Entity. 

	Business Associate Name 

& Contact Information
	Scope of Duties Performed for/on 

Behalf of Practice
	Scope of PHI To be Created, Used or Disclosed by 

Business Associate

	 
	 
	 

	
	 
	 

	
	 
	 

	
	 
	 

	
	 
	 

	
	 
	 

	
	 
	 

	
	 
	 

	
	 
	 


KD_3715348_1.DOC
Center for Hospice Care

Attachment 26

Business Associate Agreement

THIS Business Associate Agreement (this “Agreement”) is made and entered into by and between [_____________________] (“PROVIDER”) and ___________________ (hereinafter called “BUSINESS ASSOCIATE”).  

Recitals

1.
PROVIDER and BUSINESS ASSOCIATE have entered into, and may in the future enter into, one or more underlying contracts or purchase orders (“Underlying Contract”) that will require BUSINESS ASSOCIATE to perform, or to assist in the performance of, a function or activity or provides services of a type for PROVIDER that make BUSINESS ASSOCIATE a “business associate” for purposes of the Health Insurance Portability and Accountability Act of 1996 and the Privacy and Security Regulations promulgated thereunder in 45 CFR parts 160 and 164, as amended (the “Regulations”).

2.
Pursuant to the Underlying Contract, PROVIDER will disclose certain PHI and other forms of nonpublic personal information (“PHI”) to BUSINESS ASSOCIATE in conjunction with the particular function, activity, or services to be performed or provided by BUSINESS ASSOCIATE for or on behalf of PROVIDER.

3.
PROVIDER and BUSINESS ASSOCIATE desire to enter into an Agreement as required by the Regulations, as amended, to provide satisfactory assurances to PROVIDER that BUSINESS ASSOCIATE will appropriately safeguard that PHI.  

Agreement
NOW THEREFORE, PROVIDER and BUSINESS ASSOCIATE agree as follows:

1.
Definitions.  All capitalized terms and phrases in this Agreement shall have the same meanings as defined by the Regulations, as amended by the Health Information Technology for Economic and Clinical Health (“HITECH”) Act, and those regulations promulgated thereunder in 45 CFR parts 160 and 164, as amended (collectively the “Regulations”).

2.
Restriction on Use and Disclosure of PHI.  Except as permitted or required by this Agreement or as Required by Law, BUSINESS ASSOCIATE shall not access, create, use or further disclose any PHI hereunder.  

3.
Authorized Uses and Disclosures.  BUSINESS ASSOCIATE is hereby authorized to use and disclose PHI but only in connection with the performance of the particular functions, activities or services set forth in the Underlying Contract or as otherwise required by PROVIDER, in writing, from time to time.  BUSINESS ASSOCIATE may use and disclose PHI for the proper management and administration of BUSINESS ASSOCIATE or to carry out the legal responsibilities of BUSINESS ASSOCIATE, provided: (1) the disclosure is Required by Law; or (2) BUSINESS ASSOCIATE obtains reasonable assurances, in writing, from the person to whom the information is disclosed that it will be held confidential and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person and the person will immediately notify the BUSINESS ASSOCIATE of any instances of which it is aware in which the Privacy or Security of the PHI has been violated.  [BUSINESS ASSOCIATE may also use and disclose PHI to provide data aggregation services relating to the health care operations of PROVIDER. This Section is only necessary if the arrangement between the parties will include Data Aggregation Services] 

4.
BUSINESS ASSOCIATE Obligations.

(a)
Compliance; Safeguards.  BUSINESS ASSOCIATE shall comply with the HITECH Act amendments to the Regulations on or before the compliance dates established therein.  BUSINESS ASSOCIATE will implement and document appropriate Administrative, Technical and Physical Safeguards in order to preserve the Confidentiality, Integrity and Availability of PHI and to prevent any unauthorized access, use or disclosure of PHI or other successful Security Incident or other Breach involving said PHI (hereinafter collectively referred to as “Incident”) and make all such documentation available to PROVIDER for review upon request.

(b)
Reporting.  BUSINESS ASSOCIATE will report to PROVIDER any Incident that BUSINESS ASSOCIATE has reason to believe has or may have violated the Confidentiality, Integrity or Availability of PHI not more than two (2) business days after BUSINESS ASSOCIATE learns of the Incident.  Said report shall identify: (1)  the nature of the Incident; (2) the PHI known to be the subject of the Incident; (3) the person(s) known to have information regarding the Incident; and (4) the corrective action that BUSINESS ASSOCIATE took or will take to mitigate and/or correct any deleterious effect of the Incident.  BUSINESS ASSOCIATE shall submit a written report to PROVIDER for review upon request.  

(c)
Agents, Contractors, and Subcontractors.  BUSINESS ASSOCIATE shall ensure that any agent, contractor, or subcontractor, to whom it provides PHI, agrees in writing to the same restrictions and conditions that apply to BUSINESS ASSOCIATE under this Agreement.  

(d)
Patient’s Access to Information.  BUSINESS ASSOCIATE shall act in a manner that permits PROVIDER to provide Patient access to PHI in accordance with 45 CFR §164.524. 

(e)
Amendment of PHI.  BUSINESS ASSOCIATE shall act in a manner that permits PROVIDER to amend PHI in accordance with 45 CFR §164.526. 

(f)
Accounting of Disclosures.  BUSINESS ASSOCIATE shall act in a manner that permits PROVIDER to account for PHI disclosures in accordance with 42 CFR §164.528.  

(g)
Practices, Books and Records.  BUSINESS ASSOCIATE shall make its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by BUSINESS ASSOCIATE on behalf of PROVIDER, available to the Secretary for the purpose of determining PROVIDER’S and/or BUSINESS ASSOCIATE’s  compliance with the Regulations, as amended. 

(h)
Cure of Noncompliance.  If PROVIDER notifies BUSINESS ASSOCIATE of an Incident or other pattern of activity or practice of BUSINESS ASSOCIATE which constitutes a material breach of this Agreement or the Regulations, as amended, BUSINESS ASSOCIATE shall immediately take reasonable steps to end or otherwise cure the Incident or other breach of this Agreement.    

(i)
Mitigation.  BUSINESS ASSOCIATE shall take reasonable steps to mitigate, to the extent practicable, any harmful effect that is known to BUSINESS ASSOCIATE or communicated to BUSINESS ASSOCIATE by PROVIDER of a use or disclosure of PHI in violation of BUSINESS ASSOCIATE 's policies and procedures, this Agreement, or the Regulations; provided, however, that this provision shall not be deemed to permit or excuse any such violation.

(j)
Legal Obligations.  In the event BUSINESS ASSOCIATE believes it has a legal obligation to disclose any PHI in BUSINESS ASSOCIATE’S possession, including, but not limited to obligations that arise from the issuance of a subpoena or court order, BUSINESS ASSOCIATE shall notify PROVIDER as soon as reasonably practical after it learns of such obligation, and in any event within a time sufficiently in advance of the proposed release date such that PROVIDER’S rights and interests would not be prejudiced, as to the legal requirement pursuant to which it believes the PHI must be released.  If PROVIDER objects to the release of such PHI, BUSINESS ASSOCIATE will allow PROVIDER to exercise any legal rights or remedies which either PROVIDER or BUSINESS ASSOCIATE might have with respect to the release of the PHI, and BUSINESS ASSOCIATE agrees to provide, at its expense, such assistance to PROVIDER, at PROVIDER’S expense, as PROVIDER may reasonably request in connection therewith.

(k)
Return or Destruction of the PHI.
 Upon the termination of the business relationship between PROVIDER and BUSINESS ASSOCIATE, BUSINESS ASSOCIATE will return to PROVIDER, or, at PROVIDER'S direction, destroy, all PHI received from PROVIDER that BUSINESS ASSOCIATE maintains in any form, recorded on any medium, or stored in any storage system.  BUSINESS ASSOCIATE will complete such return or destruction as promptly as possible, but not later than 30 days after the effective date of the termination, cancellation, expiration or other conclusion of the business relationship.  BUSINESS ASSOCIATE will identify any recorded PHI, in BUSINESS ASSOCIATE’S possession, that BUSINESS ASSOCIATE created on behalf of PROVIDER, or received in its role as BUSINESS ASSOCIATE, that cannot feasibly be returned or destroyed to PROVIDER, and will limit its further use of that PHI to those purposes that make return or destruction of that PHI infeasible.  Within such 30 days, BUSINESS ASSOCIATE will certify on oath in writing to PROVIDER that such return has been completed, will deliver to PROVIDER the identification of any PHI for which return is infeasible and, for that PHI, will certify that it will only use or disclose such PHI for those purposes that make return infeasible.  BUSINESS ASSOCIATE shall remain bound by the provisions of this Agreement, even after termination of any business relationship between PROVIDER and BUSINESS ASSOCIATE, until such time as all PHI has been returned to PROVIDER, de identified, or otherwise destroyed as provided in this section; provided that the parties understand and agree that certain unrecorded information cannot be returned, destroyed, or de-identified, so the BUSINESS ASSOCIATE shall remain bound by the provisions of this Agreement so long as BUSINESS ASSOCIATE possesses the PHI.  

5.
Term of this Agreement.  This Agreement shall be effective when executed on behalf of both of the parties hereto and shall continue in full force and effect until terminated.

6.
Remedies.

(a)
Termination.
PROVIDER may terminate the business relationship between PROVIDER and BUSINESS ASSOCIATE, including any Underlying Contract or other arrangements or understandings, whether or not in writing, upon which the business relationship is based and such other agreements, arrangements or understandings are hereby amended to permit such termination, if PROVIDER determines that BUSINESS ASSOCIATE has violated a material term of this Agreement that cannot otherwise be cured by BUSINESS ASSOCIATE.  Termination of the business relationship by PROVIDER shall be in addition to and not in place of any other remedies that may be available to PROVIDER.  

(b)
Injunction.
Notwithstanding any other rights or remedies provided for in this Agreement, the parties agree that PROVIDER may seek injunctive relief to prevent or stop the unauthorized use or disclosure of PHI by BUSINESS ASSOCIATE, or any agent, subcontractor or other third party that received PHI from BUSINESS ASSOCIATE, without the necessity of proving actual damages or the occurrence of an unauthorized use or disclosure.

7.
Indemnification.  BUSINESS ASSOCIATE shall indemnify and hold PROVIDER and each of its officers, employees, directors, agents and representatives (“Indemnified Persons”) harmless from and against any and all claims, losses, costs, damages, or expenses, including reasonable attorneys’ fees, that arise out of any actions or omissions by BUSINESS ASSOCIATE, or its officers, employees, directors, agents or representatives, which result in a breach by BUSINESS ASSOCIATE of this Agreement or the Regulations, as amended.  Without limiting the foregoing, PROVIDER shall give BUSINESS ASSOCIATE prompt written notice of such claim, suit, or proceeding.

8.
Notices.  Any notices required or permitted to be given under this Agreement shall be in writing and shall be personally delivered or sent by facsimile or by certified or registered overnight mail, first class postage prepaid, return receipt requested, or by prepaid overnight delivery service such that proof of delivery will be obtained, and shall be addressed as set forth below or to such other address as may be specified in a prior written notice to the other party:

(1)
If to PROVIDER:

(2)
If to BUSINESS ASSOCIATE:

 
«Name»



«Name»
 
«Address1»



«Address1»
 
«City», «State»  «PostalCode»
«City», «State»  «PostalCode»

Such notice shall be deemed to be given on the date it is hand delivered, faxed or deposited in the overnight mail as stated above.  A notice shall be deemed to have been given personally to a party if it is handed to the representative of the party to whom the notice must be addressed or if left at his or her office located at the street address to which a notice would be mailed.  

9.
Amendment.  This Agreement may not be changed, modified, or amended except by a written agreement executed on behalf of each of the parties.  

10.
No Waiver.  No waiver of one or more of the provisions of this Agreement or the failure to enforce any provision of this Agreement by either party shall be construed as a waiver of any subsequent breach of this Agreement, nor a waiver of the right at any time thereafter to require strict compliance with all of its terms.  

11.
Entire Agreement.  This Agreement sets forth the entire agreement and understanding between the parties as to the matters contained in it, and supersedes all prior discussions, agreements, and understandings of every kind and nature between them.  

12.
Headings.  The headings placed before the various paragraphs and subparagraphs of this Agreement are inserted for each of reference only, do not constitute a part of this Agreement, and shall not be used in any way whatsoever in the construction or interpretation of this Agreement.  

13.
Governing Law.  This Agreement shall be construed and enforced in accordance with, and governed by, the laws of the state of Indiana without reference to the choice of laws principles thereof.  

14.
Counterparts.  This Agreement and any amendment hereto may be executed in multiple counterparts, each of which is an original and all of which constitute one agreement.  The exchange of a fully executed Agreement, in counterparts or otherwise, by facsimile transmission, electronic mail, “portable document format” (“pdf”), or by any other electronic means intended to preserve the original graphic and pictorial appearance of a document, shall be sufficient to bind the parties to the terms and conditions of this Agreement.
15.
No Third Party Beneficiaries.  This Agreement is to be effective only in regard to the rights and obligations of PROVIDER and BUSINESS ASSOCIATE to one another hereunder.  It is expressly not the intent of the parties hereto to create any independent rights in any third party or to make any third party beneficiary to this Agreement and no privity of contract shall exist between third parties and each party hereto.  

IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed by their duly authorized representatives on the dates set forth below.

PROVIDER:  






BUSINESS ASSOCIATE:  

«Name»






«Name»
BY:
_________________________ 
BY: ___________________________

ITS:
_________________________
ITS: ___________________________
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CONFIDENTIALITY/NONDISCLOSURE AGREEMENT

This Confidentiality/Nondisclosure Agreement (this “Agreement”) is made effective as of the date signed by an authorized representative of both Center for Hospice Care (the “Provider”) and ______________ (the “Contractor/Vendor”) to assure the privacy and security of all confidential and/or proprietary information maintained by the Provider (“Provider Information”) on its office premises, which are located at ______________________, in connection with the proposed or actual Service Agreement which obligates the Contractor to provide certain _________________ services (“Services”) on behalf of the Provider.  

WHEREAS, the parties desire to assure the privacy and security of all confidential and/or proprietary status of any Provider Information;  

NOW THEREFORE, in reliance upon and in consideration of the following undertakings, the parties hereto agree as follows:

1.
The Contractor, and any of the Contractor’s respective employees and agents, in performing certain Services on Provider premises, affirmatively agrees not to access, or otherwise read, write, reproduce or copy, modify, communicate, disclose or make use of (“Access”) Provider Information at any time, and shall use all reasonable efforts to safeguard the privacy and security of all such Provider Information from any unauthorized Access by any third party.  

2.
Contractor shall indemnify and hold the Provider harmless from and against any and all loss, cost, damage or expense, including reasonable attorneys’ fees, that arise out of any breach by the Contractor, or any of the Contractor’s respective employees and agents, of this Agreement or applicable laws and regulations, or the need for the Provider to enforce any provision of this Agreement.

3.
The Agreement shall continue in full force and effect until the Service Agreement is terminated. Termination of this Agreement shall not relieve the Contractor’s obligations imposed herein.  

IN WITNESS WHEREOF, the parties have signed this Agreement or caused the same to be signed by their duly authorized officer on the day and year written below.  

CENTER FOR HOSPICE CARE
     [FULL NAME OF CONTRACTOR]

By:
______________________________     By: _________________________

Name: _____________________________       Name:_______________________

Title:
_____________________________
     Title:________________________
Date:
_____________________________
     Date: _________________________

Center for Hospice Care ("Provider")
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PHI ACCESS KEYS/PASSWORDS CHECKLIST

Staff Name:________________________________________________________

Date of Hire:________________________
Termination Date:___________________________

Check and describe any/all applicable access keys, passwords or other information provided since Date of Hire and indicate the applicable Date of Hire or subsequent date (as appropriate):


ITEM NAME


DATE ASSIGNED

DATE RETURNED

___________________________
____________________
_________________

___________________________
____________________
_________________

___________________________
____________________
_________________

___________________________
____________________
_________________

ORIGINAL

Personnel File

COPY:


Privacy Officer
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E-mail, Texting and Mobile Device Policy

POLICY:

Employees will maintain PHI by using the following standards in regards to e-mail, texts and the use of mobile devices such as cell phones, laptops and tablets.

PROCEDURE:

1.
Policy Updates.  The Privacy/Security Officer will be responsible for updating this policy as needed and communicating those updates to employees on a need to know basis.

2.
 E-Mail, Text and Mobile Device Prohibition.  Absolutely no Provider personnel are permitted to send or receive an e-mail or text at any time, whether from a Provider-owned or personal computer or mobile device, whether on or off duty, to access, to create, to send by e-mail or text, or to store any PHI which concerns any Patient unless otherwise authorized under (3) below.   

3.
Authorized Employee Exception.    Only certain Authorized Employees (e.g., Executive Director, Director of Nursing) are permitted to use Provider-owned or personal computer or mobile devices,  whether on or off duty, to conduct Provider business or to send or receive e-mails or texts which concerns any Patient.     

4.
Mobile Devices.  Any and all such Provider-owned or personal computer or mobile devices used by Authorized Employees under (3) above shall have the necessary encryption software installed on the device to secure the following:


a.
Any and all e-mails or texts containing PHI that are sent or received over the Internet through the use of the device (PHI “in motion”); and 


b.
Any and all PHI stored on the device, whether in the form of an e-mail, text, file or otherwise (PHI “at rest”).  

These software programs or applications requires prior testing and approval by the Privacy/Security Officer and a Business Associate Agreement must be executed by the Provider and the software vendor prior to any use involving PHI.  

5.
Authorized Family/Next of Kin Exception.  In certain limited circumstances, a Patient (or the Patient’s legal representative), by way of an executed Consent For Release of Information Form, can authorize certain e-mail communication by and between an Authorized Employee under (3) above and certain Patient “next of kin” to the extent they are involved in Patient-related Treatment or Payment functions.   These e-mails should only include limited PHI, when necessary.  Additionally, as appropriate, copies of those communications should be printed or described in a written progress note in the Patient Record by the Authorized Employee who handled the e-mail communication.   

6.
Social Media Prohibition.  Absolutely no Provider employee shall ever post or otherwise disclose any PHI which concerns any Patient on the Internet, on Facebook or other social media.  

7.
Download Prohibition.    No Provider employee shall download or otherwise remove any PHI from Provider premises by way of a “thumb drive”, CD, DVD, a laptop local drive, or other Provider-owned or personal computer or mobile device unless otherwise encrypted in accordance with Section 3(b) above.  

8.      Immediate Report of Any Lost or Stolen Devices.   All Provider personnel shall immediately report to the Privacy/Security Officer any Provider-owned computer or mobile device that is lost or stolen.  Additionally, all Authorized Employees under (3) above  shall immediately report to the Privacy/Security Officer any personal computer or mobile devices that are lost or stolen and which had been used to conduct Provider business or to otherwise, create, transmit or store any Patient’s PHI.  

Center for Hospice Care ("Provider")
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E-mail, Texting and Mobile Device Policy

FREQUENTLY ASKED QUESTIONS

	What does the term “mobile device” mean?
	The term “mobile device” refers to laptops, iPads, tablets, smart phones and other electronic devices use to access, to create, to send/receive or store files, e-mails, texts,  and other information.  

	Can  I use my personal mobile device while I’m at work?
	Yes, but only during your breaks.  While on duty, we ask that you keep these devices in your locker with your other personal belongings. 

	Can I use a Provider-owned or personal computer or mobile device to send e-mails or texts regarding one of our Patients  to a family member, a treating physician or others involved in the Patient’s care?      
	No.  Unless you are an Authorized Employee under the Policy (e.g., Executive Director, Director of Nursing), absolutely no Provider employees are permitted to use a Provider-owned or personal computer or mobile devices to send an e-mail, text or other information about one of our Patients to their family member or any other person.  

	If I am an Authorized Employee under the Policy who can send and receive e-mails or texts to conduct Provider business or to otherwise communicate about one of our Patients, do other safeguards apply?    
	Yes.  

The first safeguard is our Provider “firewall” that would permit you to send a secure e-mail containing PHI from your Provider e-mail address to another Provider employee’s e-mail address, but only for authorized purposes on a “need to know” basis.  

The second safeguard is the e-mail and text encryption software that the Provider will be installing on Provider-owned computer or mobile devices that store PHI and which are to be used only by you and other Authorized Employees for authorized purposes.  

The third safeguard is that all Authorized Employees may only use their personal computers or mobile devices to send and receive by e-mail and text under the Policy but only after you have installed all of the necessary encryption software under Section 3(b) to the satisfaction of the Privacy/Security Officer.  

	Is encryption the same as password protection?  
	No.  “Strong” passwords are used to password-protect a computer,  mobile device or an e-mail yet they only restrict access to data and they can be bypassed quite easily by a professional “hacker” who knows how to “break” the password and gain access to the data.    

Given the limitations of passwords, encryption has become the standard.  Encryption “scrambles” the data so that it is completely unreadable, even by a professional “hacker” after a password is bypassed or broken.  The only way encrypted data can be “un-scrambled” is by way of a special code or key that is known only by the person(s) authorized to access the data.  

To comply with HIPAA security in all respects, both a “strong” password and encryption are essential in securing all computer and mobile devices and the PHI that is sent or received by those devices.  

	Can I check my work e-mails at home on my personal computer or mobile device?


	Yes, but only if you are an Authorized Employee under the Policy, as in the case of the Executive Director or Director of Nursing and only if the device is properly encrypted.  

	Can I share my personal phone number or e-mail with a family member, a treating physician or other persons involved in the Patient’s care?   
	No.  Unless an Authorized Person under the Policy (e.g., Executive Director, Director of Nursing), you should never use your own cell phone to send or receive any phone call, e-mail, text or other information about one of our Patients to their family member or any other person.  

	What if I get a call, e-mail or text on my own cell phone from a family member or other persons with a question regarding a Patient?
	Unfortunately, if this occurs, that means that you have previously given out your cell phone number to a Patient’s family member or other person.  Do not respond to the e-mail or text using your own cell phone.  Instead, report the contents of the message to the Executive Director or Director of Nursing who will return a phone call to the individual to discuss the matter and to remind them that you are never permitted to receive any communications on your own personal cell phone.  Additionally, please arrange to delete any such messages from your cell phone after reporting same to the Executive Director or Director of Nursing.  

	Can a family member or other person communicate with the Provider by e-mail or text regarding a Patient?    
	The Provider has adopted a policy that recommends against the use of e-mail or text to communicate with “next of kin” regarding a particular Patient.  Any and all requests from a Patient and/or the Patient’s legal representative or other “next of kin” to communicate with the Provider by e-mail or text communications shall be directed to the Executive Director or Director of Nursing who shall confirm these arrangements, in writing, using the Consent for Release of Information Form.    

	Can I use my own cell phone to take a picture of one of our Patients?
	No.  Photographs are protected and can only be taken using Provider owned technology and used only for authorized purposes.  

	Can I use social media to connect with Patients and their family members?
	No.  Never use social media to communicate with or about our Patients and their family members.  Most importantly, never post or otherwise disclose any PHI concerning a Patient on the Internet, Facebook or other social media.    

	Can I take a Provider-owned laptop or tablet off Provider premises?  
	Absolutely not unless you are an Authorized Employee and you receive prior express written approval from the Privacy/Security Officer to take the equipment off Provider premises.  

	What if I am using a Provider-owned or personal computer or mobile device to conduct Provider business and I discover it is either lost or stolen? 
	Notify our Privacy/Security Officer immediately so that the necessary steps can be taken to recover the property and/or to remove any PHI that may be stored on the device.   

	Do our Provider-owned mobile devices need to be secured?  What about our personal devices?  
	The Provider is making arrangements to have all of our Provider-owned computers and mobile devices that store PHI to be properly secured by way of encryption software.  We also want to make sure that all such devices are stored in a locked office or cabinet after business hours or when not otherwise in use.  As for those Authorized Employees who are using their personal computers or mobile devices to conduct Provider business, the Provider also requires you to work with the Privacy/Security Officer to encrypt these devices in accordance with Section 3(b) of the Policy.  
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WARNING: CONFIDENTIALITY NOTICE

The documents accompanying this facsimile contain confidential health information that is legally privileged and protected by HIPAA.  This facsimile is intended solely for the authorized recipient named above.  If you have received this facsimile in error, please notify the sender immediately to arrange for the prompt return or destruction of all documents.  Absolutely no action should be taken to copy, distribute or further disclose any documents to a third party at any time.
� The circumstances include:  (1) if the Patient escapes from a facility to which he or she has been committed under, (2) if the superintendent of the facility determines that failure to provide the information may result in bodily harm to the Patient or another individual, or (3) if the Patient commits or threatens to commit a crime on the facility premises or against facility personnel.





� The summary of additional relevant information shall include the following: (a) the nature of the treatment or rehabilitative program proposed, (b) the known effects of receiving and not receiving the treatment or rehabilitation, (c) the alternative treatment or programs, if any, (d) if the Patient is an adult voluntary Patient, the right to refuse to submit to treatment, and (e) if the Patient is an involuntary Patient, the right to petition the committing court for review/consideration of the treatment program.


� IC 16-39-5-2(c).  


� Genetic screening or testing means a direct laboratory test of an individual’s genes or chromosomes for abnormalities, defects, or deficiencies.  This includes testing for changes in the number, structure, or integrity of an individual’s chromosomes or carrier status that (1) are linked to physical or mental disorders or impairments, (2) indicate a susceptibility to illness, disease, or other disorders despite whether they are mental or physical, or (3) demonstrate genetic or chromosomal damage due to environmental factors.    


� IC 16-39-5-2(d).  


� IC 16-39-5-2(d)(1)-(2).  


� IC 16-39-5-2(e).


� IC 16-39-5-2(e).  An insurance company receiving the results in error may not violate IC 27-8-26.  Id.  


� IC 16-39-1-3(a).  If a Patient is incompetent, then a parent, guardian, or custodian of the Patient may request the records.  Id. at (b).  If the person is deceased, the hierarchy of individuals who may request the records begins with the personal representative, but if there is no personal representative then a spouse may request the records.  Id. at (c).  If there is no spouse, then a child of a deceased parent or the parent, guardian, or custodian of the child if the child is incompetent may request the records  Id.    


� The Patient’s written consent must include: (1) the name and address of the Patient, (2) the name and person requested to release the Patient’s record, (3) the name of the person or the provider to whom the Patient’s health record is to be released, (4) the purpose of the release, (5) a description of the information to be released from the health record, (6) the Patient’s signature (or legal representative’s signature), (7) the date that the consent was signed, (8) a statement that the consent is subject to revocation at any time, except to the extent that action has been taken in reliance on the consent, and (9) the date, event, or condition on which the consent will expire if not previously revoked. IC 16-39-1-4.


� IC 16-39-1-1(e).


� IC 16-39-1-1(c).  


� IC 16-39-1-1(d).  


� IC 16-39-1-5.


� Examples include but are not limited to: (a) certification of Provider status under the Medicare program, (b) authorization to conduct methadone maintenance treatment, (c) registration to dispense a substance under the Controlled Substance Act to the extent the controlled substance is used in the treatment of alcohol or drug abuse, or (d) it is supported by funds provided by any department or agency of the United States by being:  (i) a recipient of federal financial assistance in any form, including financial assistance which does not directly pay for the alcohol or drug abuse diagnosis, treatment, or referral activities, (ii) conducted by a state or local government unit which receives federal funds which could be (but are not necessarily) spent for the alcohol or drug abuse program, or (iii) assisted by the IRS through the allowance of income tax deductions for contributions to the program or through the granting of tax exempt status to the program.








� See definition of “breach” at 45 C.F.R. § 164.402.


� See definition of “unsecured protected health information” at 45 C.F.R. § 164.402.


� See definition of “breach” at 45 C.F.R. § 164.402.


� See definition of “breach” at 45 C.F.R. § 164.402.


� See definition of “breach” at 45 C.F.R. § 164.402.


� See 74 Fed. Reg. 42740, 42743-42746; 45 C.F.R. §164.402.
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